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@ Chan doan mang

i

Do thang trén may dang ngdi dé tim ding tha pham khi mang manh ma tai van cham —
proxy, phan mém diét virus, MTU, hay bi bép theo ludng.

Vi tri Tab % Nang cao — nhdm Y» Khi may cé su c6 — nit [EENeERNGCELNNETe)

Chay & Windows (khéng dung trong WinPE)
Can c6 Mang Internet (do that t&i kho file cta tool) - Khong can quyén admin déc biét
Mrc rii ro Thap — clra s6 chi doc (registry proxy, chfng chi Root, ping, tai thir vai MB), khéng

ghi/déi gi trén may

Thgai gian 20-30 giay

1. Gidi thiéu

Khach hay kéu "mang manh ma tai cai gi cing chdm". Thi pham that cé thé la nha mang bdp bang théng theo
ting luéng két ndi, phan mém diét virus m& khoa HTTPS dé quét (Iam tut t8c dd con vai KB/s), proxy/PAC
hong, hodc MTU dudng truyén thap bat thudng. Poan bang cam giac rat dé sai hudng va di sita nham thi
khong hong.

NGt do thang trén chinh may dang ngdi, mat khoang 20-30 gidy, chi tai thi vai MB roi
két luan dung thd pham theo thi ty: proxy/PAC — phan mém diét virus chen chiing chi vao HTTPS — MTU
dudng truyén — téc do tuyét déi 1 ludng so vdi 8 ludng. Co nut chép toan bo két qua dé gli cho ngudi hé trg
d xa.

Khi nao can dung:

e Khach kéu mang cham nhung khoéng rd 16i & ddu — can do dé khoanh vung trudc khi sira.

e Can gui két qua do cho déng nghiép/ngudi hé trg & xa ma khéng can chup man hinh.

Nut nay khéng lam: khong sira gi — chi do va két luan, ky thuat vién ty xtr ly theo ding muc dang canh bao.

2. Truéc khi bat dau

e May dang c6 Internet. Mat mang han thi tool b4o ngay va diing, khéng do tiép dugc.

* Khéng can tat/mé gi trudc. Muén do ding lac khach dang kéu cham thi chay nat nay ngay lic d6 — phép
do chi phan anh tinh trang mang tai thai diém bam.

* Né&u may c6 VPN / proxy céng ty c6 y, két qua sé bao dung la may dang dat proxy — dé khéng phai 16, chi
la thdng tin d€ loai trlr nguyén nhan.

3. Cac budc thuc hién
1. O tab % Nang cao, nhom Y Khi may cé su ¢, bam .

Ban sé thay: clra s6 " @ Chan doan mang" hién ra, chi cé 3 nat va mét khung nhéat ky 18n.



Ban sé thay: khung nhat ky chay dong chit déan, do lan lugt ting muc trong khoang 20-30 giay.

3. Boc nhat ky theo thir ty cac muc (giai thich day da & muc 4):

© [1] PROXY / WPAD

© [2] PHAN MEM DIET VIRUS
© [3] MTU CUA PUONG TRUYEN
© [4] DUONG TOI KHO FILE

° [5]

© === KET LUAN ===

4.Doc dong === KET LUAN

TOC PO THAT — 1 LUONG so véi 8 LUONG

vi chd khéc, va néi rd nén xem lai muc nao.

===: tool tu két ludn mang dang binh thudng, bi bép theo luéng, hay cham that

5. Bam " RN ELEN dé chép toan bd ndi dung khung nhat ky vao khay nhé tam, dan vao tin nhan gui

ngudi hé tro.

6. Dong cla s6 bang nut Péng.

Ban sé thay: néu dang do, clfa s6 dgi do xong méi déng dugc.

4. Giai thich cac muc trong cira so

Clra s6 chi c6 3 n(t (» Bat dau do, =

(=)

I&n chi doc. Khéng cé & nhép, khong cé gi dé€ chinh.

Muc

[1] PROXY / WPAD

[2] PHAN MEM DIET
VIRUS

[3] MTU CUA DUONG
TRUYEN

[4] PUONG TGI KHO
FILE

[5] T6C PO THAT — 1
LUONG so véi 8 LUONG

=== KET LUAN ===

Po cai gi

Proxy tht cong hoac PAC tv déng
dang dat trén may

Phan mém diét virus dang cai + co
chén ching chi riéng vao Windows dé
quét HTTPS khéng

Kich thudc gdi tin I16n nhat dudng
truyén con cho lot

K&t ndi that téi kho file cua tool, thai
gian bat tay va thai gian byte dau tién
vé

Tai th{ trong thai gian ¢é dinh, so 1
luéng véi 8 lubng song song

Suy luan theo tht ty: khdng do dugc
gi —» mang da tét — bi bdp theo
lubng — cham ca hai (tha pham &
muc 1/2/3)

Chép két qud, béng), mot dong trang thai dam, va khung nhat ky

Cach doc

2 Khéng dat proxy thi céng. la binh
thudng. C6 proxy/PAC thi day la nghi pham sé
1 néu nd hong/qua tai

Cé chiing chi clia hang diét virus = hang dé
dang m& khoa HTTPS dé quét ting file tai vé —
nguyén nhan rat hay gap khién téc do6 tut con
vai KB/s

Binh thudng = 1500 byte (hoac 1492 néu
PPPoE). Thap hon 1400 kem khéng ping dugc
la ddu hiéu bat thudng

Khéng két néi dudc thi tool dirng han, béo ly
do

Do theo thai gian ¢é dinh, khong theo dung
lugng ¢ dinh — may dang chay rat cham van

do xong nhanh

Xét téc do tuyét déi trudc, ty 1é sau — may
dang chay nhanh ma 8 ludng van nhanh hon 1
luéng khong bi tinh la "bi bop”



Muc

N\id B Chép két qua

Po cai gi

5. Kiém tra két qua

Cach doc

chép"

Chép toan bé ndi dung khung nhat ky | Chua do gi ma bam thi bao "Chua c6 gi dé
vao khay nhdg tam

Dong === KET LUAN === ndi r& mang dang binh thudng, bi bép theo ludng, hay cham that vi

proxy/AV/MTU.

Néu két luan chi ra mét muc cu thé (vi du phdn mém diét virus), x( ly ding muc d6 roi bam R ETE (o

lai d& xac nhan da hét cham.

Dan két qua da chép vao tin nhan dé déi chiéu trudc/sau khi xtr ly.

6. Loi thudng gap va cach xur ly

Hién tuong / théng bao

X Khéng két néi dugc téi kho file.
Ly do: <...> & muc [4], tool diing han
khong do tiép

A Khéng ping ra ngoai dugc (bi chan
ICMP hoac mang cé van dé) — bd qua

phép nay. & muc [3]

Muc [5] ca 1 luéng va 8 luong déu ra "khong
do dugc"”

Két luan bao "A Nha mang BOP THEO TUNG
LUONG"

Két luan bao ca 1 ludng va 8 luéng déu cham,
khong phai do bi bop

Khach do lGc mang dang binh thudng, két
luan "4 DANG BINH THUONG" nhung
khach van kéu cham hém trudc

May c6 nhiéu phan mém diét virus cung luc,
muc [2] liét ké "(khong doc dugc)”

Clra s6 "Not Responding" trong vai gidy khi
dang do

Bam W :EIRCENNC M lién ti€p nhiéu lan

Nguyén nhan

May mat mang hoan toan,
hodc kho file tool da déi dia
chi

Router/firewall chan ICMP
(ping), khd phé bién & mang
cdng ty

Thiéu cong cu tai, hoac
dudng t6i kho file da 16i ngay
3 muc [4]

1 ludng cham han so véi 8
luéng

Thu pham ndm & AV mé& khoa
HTTPS, proxy hong, hoac
MTU thap

Phép do chi phan éanh ding
lGc bam nat, khong phai lich
s

Dich vu hé théng lién quan
khong tra dugc dir liéu

Pang chd 1énh do chay

Pang co lugt do chay, l1énh
badm thém bj bd qua

Cach xir Iy

Ki€ém tra mang bang cdch ma mét
trang web khac trudc. Mang van tét thi
béo ky thuat kiém tra lai

Khéng phai 16i ciia may khach — bd
qua muc MTU, xem ti€p muc [4] va [5]

Xem lai muc [1] proxy va [4] dudng tdi
kho file truéc

Khéng can lam gi thém — céc nut tai
clia tool da tu chia nhiéu ludng dé né,
tai that sé khoéng bi anh hudng

DPoc lai muc [11/[2]/[3], xt ly ddng muc
dang canh bao réi do lai

Phai do ngay ltic dang cham mdi ra
dang thd pham

Khéng phai 16i cia tool — hoi khach
tén phan mém diét virus réi tu so vdi
danh sach hay chen chiing chi

Binh thuong, khong phai treo — chd
hét thai gian do

Khéng sao, chi can chd lugt do dang
chay xong



7. Luu y an toan

e (Cla s6 chi doc: khong ghi registry, khéng déi cdu hinh mang, khong tat phan mém diét virus. An toan
100% dé thi nhiéu lan.

* Phép do tai thir chi kéo t6i da khoang 24 MB méi phép do (2 phép do = khoang 48 MB) — khéng tén nhiéu
di lidu di dong.

* K&t qua do phu thudc rat nhiéu vao theai diém bam nit — khéng dung dé so sanh hai lan do cach nhau vai
gid néu tinh trang mang da khac.

e Chir "PANG BINH THUONG" trong két luan chi néi may nay do binh thudng ngay ltc dé, khdng dam bao

moi ltc khac cling vay.

8. Cau hoi thudng gap

Hoéi: Chan doan mang c6 can tat phan mém diét virus truéc khéng?

Dap: Khéng can. Tool chi doc c6 hay khéng chiing chi riéng cla AV, khéng tat gi.

Héi: Vi sao do hai lan ra két qua khac nhau?

Dap: K&t qua phu thudc thai diém bdm — mang dang ban hay ranh lic d6. Nén do ding luc khach dang kéu

cham.
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