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Ho trg tir xa

Gom 3 céach cho ngudi hé trg két néi vao may ti xa — UltraViewer, AnyDesk (dat mat khau full
access ty dong), hoac Remote Desktop cua Windows.

Vi tri Tab @ Chlc ndng — nhom g Tién ich khac — nljt

Chay & Windows / WinPE (UltraViewer thugng khdng cé trong WinPE, dung AnyDesk thay)

Can c6 Mang Internet dé tai phan mém lan dau va dé két néi that

Mrc rii ro Cao — ma dudng cho ngudi khac diéu khién may tir xa, ID/méat khau hién that trén
man hinh

Théi gian Vai phat chuén bi, thai gian hé trg tuy nhu cau thuc té

1. Gidi thiéu

Khi khach & xa can thg hé trg qua mang, hoadc thg can kiém tra may khach ti xa, cdn mét cach dé ngudi hé trg
két n6i vao may nhanh. Nut md clta s Remote - H6 trg tir xa, gom 3 cach: UltraViewer,

Al

AnyDesk (tu dat mat khau full access, khéng can ai bam "Chap nhan" & may khach), va Remote Desktop ¢6
san ctia Windows (md port + tudng I(ra).

Khi nao can dung:

* Khéch & xa bdo may c6 16i, can thg xem tl xa ngay.

* Thg dang & nai khac, can kiém tra lai may da sira cho khéach.

* May da c6 san Remote Desktop (Windows Pro/Enterprise) va chi can ma cng dé vao tu xa.

Nuat nay khéng lam: khong tu gui ID/mét khau cho ai, ban phai doc hoac copy rdi gli thi céng cho ngudi hd
trg; khéng gitr mat khau AnyDesk qua lan sau — mat khadu d&i moi lan ma va tool tu g8 khi déng clra sé.

2. Trudc khi bat dau

* (o Internet: UltraViewer va AnyDesk can tai lan dau (vai chuc MB) va can mang dé két ndgi that.

* Biét trudc: mat khau AnyDesk sinh ngau nhién mai [an mé cira s6 nay, va tool tu g& mat khau khi dong
clia s6 hodc tat tool — khéng dé lai truy cap "chd san" trén may khach.

e (Clra s6 hién ID/mét khau that ngay trén man hinh — khéng chup anh hoic dé 16 ra noi céng khai.

* Chi ho trg tur xa khi khach déng y va biét dang c6 ngudi truy cap may cua ho.
3. Cac budc thuc hién
3.1. Dung UltraViewer hoac AnyDesk

1. G tab @ Chirc ndng, nhom @ Tién ich khac, bam [[ENER I L)
Ban sé thay: clta s6 Remote - Ho trg tir xa md ra véi 2 bang: trai 1a UltraViewer, phai la AnyDesk.



2. Muén dung UltraViewer, bam [V AVEATETE.

Ban sé thay: tool tai (néu chua c6) va mé UltraViewer; clra s6 UltraViewer tu hién ID va Password ngay trén
do, khong can dat trudc trong tool.

3. Muén dung AnyDesk, bam LV FNDES STEESIN.

Ban sé thay: tool tai (néu chua cd), m& AnyDesk va tu dit mot mat khau full access ngau nhién — ngudi
hé trg nhap ID + mat khau la vao thang, khong ai can bdm "Chap nhan" & may khach.

4. Bam EEEADEN A

Ban sé thay: tool doc ID hién tai cia AnyDesk va copy vao Clipboard dé ban dan gui cho ngudi ho trg.
5.0 ,/° Mat khau hién mat khau vira dat. Bam NS ALEAGETN dé copy lai, doc cho ngudi ho tra.

6. Xong viéc h trg, bam IR CERNEIL QTR R T EI O,

Ban sé thay: mat khau bi g&, tr d6 moi két néi t&i may phai c6 ngudi tai may bam "Chap nhan".

A Canh bao: Clra s6 hién ID/mat khau that ngay trén man hinh. Ai nhin dugc man hinh hodc xem dugc
anh/video chup lai cling c6 thé két ndi vao may dang mé.

3.2. Dung Remote Desktop ciia Windows

(MEEIW] ™ Remote Desktop cia Windows... (an toan han, chi mé port) |
Ban sé thay: clra s6 con B Auto Open RDP md ra, c6 6 nhap port (méc dinh 3389).

PRI & M3 Port RDP |

Ban sé thay: tool bat Remote Desktop va m& dung port do trén Firewall, danh sach rule Firewall lién quan
RDP hién bén dudi.

3. Xong viéc, bam ERIPCERE AL d€ x04 cac rule da ma, trd may vé trang thai ban dau.

4.Ddng ca 2 clia s6 bang nat X.

4. Giai thich cac muc trong cira so
Cira s6 Remote - Ho trg tir xa

Muc Tac dung Khi nao
dung / ghi
chu

Bang El UltraViewer (tréi) Nut BV AN TEVAS T tai (lAn | Phan mém tu

dau) va ma UltraViewer sinh ID +
Password

md&i moi
phién, hién
ngay trén
clra s6 cua
né

Bang B AnyDesk (phai) Nut Ngudi hé trg
vao théng,
ma AnyDesk va tu dat mat khau | khong can ai
full access bam "Chap

nhan" & may
khach



Muc

\[id (D Lay ID + Copy

Nid B Copy mat khau

\id T Xoa mat khau (tat full access)

Nut

™ Remote Desktop ctia Windows... (an toan han, chi mé port)

Dong trang thai dugi cung

Ciura s6 = Auto Open RDP

Tac dung

Poc ID hién tai cua AnyDesk,
copy vao Clipboard

Copy lai mat khau AnyDesk viia
dat

G& mat khau full access khoi
AnyDesk

Mg clfa s6 con Auto Open RDP

Bao tién trinh (dang chuan bj / d3

md& / 16i) cho tliing thao tac

Khi nao
dung / ghi
chu

Dung dé gui
ID cho ngudi
hé trg

Dung khi cén
doc/gUi lai
mét kh&u

TU do két noi
t&i may phai
dugc bam
"Chép nhan"
tai may

Dung
Remote
Desktop co
san cla
Windows,
khong can
cai thém
phan mém

Theo déi khi
mot budc
chua xong

Muc Tac dung Khi nao dung / ghi chi
O nhap port Chon céng RDP, mac dinh 3389 Dai khi can dung céng khac
Nut Bat Remote Desktop host + m& port dé trén Firewall Can dé may nhan két ndi RDP tir

& Mé& Port RDP

Danh sach rule Firewall | Xem cac rule lién quan RDP, cé nat Lam méi / Bat / Tat

/ Xba

NGt I CERE ) Xo4a hét rule Firewall lién quan RDP ma tool da tao

Xa

lai

Kiém tra lai c6ng nao dang m&

Dung sau khi hé trg xong dé déng

Luu y: Khi dong clra s6 Ho trg tir xa, néu da dat mat khau AnyDesk, tool tu g& mat khau dé trudc khi

dong.

5. Kiém tra két qua

* UltraViewer/AnyDesk: clfa s6 phan mém hién rd ID va (v&i AnyDesk) mat khau vira dat.



e Ngudi hé trg nhap dung ID + mat khau vao dugc may ngay (AnyDesk) hodc thdy man hinh xin "Chap nhan"

(UltraViewer, AnyDesk sau khi da xoa méat khau).

* RDP: sau khi bdm "M& Port RDP", ngudi hé trg dung iing dung Remote Desktop ctia Windows gé dia chi
IP/may, vao dugc man hinh dang nhap.

* Doéng cla s6 HO trg tir xa xong, md lai AnyDesk kiém tra khdng con méat khau full access ci.

6. Loi thudng gap va cach xur ly

Hién tuong / théng bao

" ¥ WInPE nay khéng c6 san
UltraViewer - hdy dung bang
AnyDesk."

" ¥ Khéng chuén bj dugc
UltraViewer (kiém tra mang)." hoac
tuang tu véi AnyDesk

" 4, AnyDesk d& m& nhung chua dat
dugc mat khau - bam lai; néu van 16i
(Windows that) hay cai AnyDesk qua
nut 'Cai dat phan mém'."

" ¥ Chua ldy dugc ID - kiém tra
mang réi bam lai."

" 4, Chua cb mat khau dé copy -
bam 'M& AnyDesk' dé dat mat khau."

" ¥ Xba mat khau that bai."

Ngusi hé trg bao sai mat khau

M& RDP trén Windows Home khong
vao dugc tu xa

7. Luu y an toan

Nguyén nhan

UltraViewer la app .NET,
WinPE thudng khong co
runtime

Chua c6 Internet lic tai lan
dau

Dat mat khau qua giao dién
AnyDesk chua kip, hodc céan
ban cai dat that thay vi
portable

AnyDesk can mang dé dang
ky ID véi server, c6 thé mat
t&i khoang 15 giay

Bam Copy maét khau trudc
khi m& AnyDesk

AnyDesk chua phan hai kip
|énh xo04 mat khau

M4t kh3u déi moi phién,
ngudi hod trg co thé cam mat
kh&u phién cii

Windows Home khéng c6
tinh nang nhan két noi RDP
(chi Pro/Enterprise md&i nhan)

Cach xir Iy

Dung AnyDesk thay thé khi dang & WinPE

Ki€ém tra mang roi bam lai

CEIRE > MG AnyDesk (full access) MESREN

16i, cai AnyDesk chinh thiic qua nat "Cai dat
phan mém" réi ma lai

Kiém tra mang roi bam lai BN EA DN )Y

CEl) > M& AnyDesk (full access) Figifeleed

tool dat mat khau

Th lai; néu van 16i, dong AnyDesk han roi mé
lai tU tool

Bam lai BLAVFWHES FTUEILEON dE dat

mat khau mdi, doc lai cho ho

Kiém tra phién ban Windows trudc; Home chi
dung dudc UltraViewer/AnyDesk

* Khéng dé 16 ID/mat khau that ciia may khach 1én anh chup hodc chia sé cdng khai — ai xem dugc cling

c6 thé két ndi vao may dang mé.

* Mat khdu AnyDesk sinh ngau nhién méi [an m& cira s6 nay va tool tu g& khi déng clra s6 hodc tat tool —

khéng dé treo mat khau c6 dinh qua cac lan khai dong.

* Né&u may khach da cai AnyDesk san (khong phai ban portable cua tool), hoi khach trudce khi dat mat khau

vao ban da cai cua ho.

* MG& port RDP qua tudng Ita la thay déi cdu hinh mang clia mdy — dung xong nén bam
hoac tat lai Remote Desktop néu khach khéng can dung lau dai.



* Chi hd trg tr xa khi khach déng y va biét dang c6 ngudi truy cap may cua ho.

8. Cau hoi thudng gap

Héi: Vi sao mai lan md lai mat khau AnyDesk lai khac?

Dap: Tool chli y tao méat khau méi mai lan dé khong ai con gilt quyén truy cap cii sau khi déng clra sé.

Hoi: Dung UltraViewer hay AnyDesk thi an toan han?

Dap: Ca hai déu an toan néu dung xong g8 mat khau hoac déng phan mém. AnyDesk tién hon vi khéng can
ngudi & may khach badm Chap nhan, nhung vi vay phai can than gilt kin mat khau hon.

Héi: Khong cai thém phan mém dugc thi lam sao hé trg tir xa?

Dap: Dung Remote Desktop ctia Windows néu may chay ban Pro/Enterprise — chi can md& port, khong can tai
gi thém.
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