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2» Kali (v11.1)

Cai Kali Linux chay song song Windows (dual-boot), Windows va d{r liéu gir nguyén, tool tra
|G sdn moi cau hoi.

Vi tri Tab % Néng cao — nhdém £ Linux song song Windows — nUt SEZSE NZIN))
Chay & Windows (khéng dung trong WinPE)
Can c6 Quyén quan tri - Mang Internet néu dé tool ty tai bd cai - O dia chuan GPT/UEFI -

BitLocker & & C phai TAT

Myrc rii ro Cao — thu nho 6 C va tao phan viing mdi; cé6 mot diém xac nhan cudi, trudc d6 CHUA
dung 6 dia

Thgai gian 5-8 phdt thao tac trong clfa s6 + thdi gian cai Kali sau khi khai déng lai (khoang 25-40
phut)

1. Gidi thiéu

Cai Kali Linux chay song song Windows (dual-boot) — khac nat ("Kali thay han Windows") &
nhém

" & Linux thay Windows", n.t nay chi thu nhé & C chlra ché tréng, Windows va di liéu gilr nguyén. Tool tu
tra

I&i moi cau hoi cda trinh cai (ngdn ngi, ban phim, tai khoan, géi, bd nap khai déng), dat san tai khoan, chon
san

giao dién. Cai xong menu khdi dong hién ca Kali va Windows.

Khi nao can dung:

® Khach con can Windows dé lam viéc, nhung mudn cé thém Kali dé hoc/thuc hanh bao mét.

Nut nay khéng lam: khong xoa Windows. Khéng cho dang nhap bang tai khoan root.

2. Trudc khi bat dau

* May dang chay Windows (khong phai WinPE).

e O dia chudn UEFI + GPT — ché d6 song song chi hé trg UEFI-GPT, may MBR/Legacy bi chan thang (khac
vGi
nat "Kali thay han Windows", khéng bi chan kiéu nay).

e Tat BitLocker 6 6 C truéc. GRUB cai song song diing trudc Windows vinh vién; BitLocker bat sé& lam
Windows hoi
khoa phuc hoi 48 s& méi lan khai dong sau do.

e OCcon tréng da: b cai tam khoang 4,6 GB cho ban Installer amd64 + t&i thi€u 20 GB cho Kali + chra lai
khoang 20
GB cho Windows (t6ng khoang ~45 GB trd 1én).

* C6 mang Internet néu dé tool tu tai bo cai Kali; hodc da c6 sén file .iso ban "Installer” amd64 (khoang 4,5
GB). Khéng duing ban "Live" (khéng nhan ciu tra I8i dat san) va ban "netinst" (cdn mang lién tuc luc cai).



* Bo nap cua Kali chua dugc Microsoft ky — may con bat Secure Boot c6 thé bi Bang ki€ém bao X, kiém tra
va tat
trong BIOS/UEFI néu gap.

* D3 sao luu dir liéu quan trong trén may trudce khi thu nhé 6 dia.

e (Can nhc tat han diét virus trong lUc chay: Kali chira that cac cong cu nhu mimikatz, powersploit — mot s6
hang
diét virus (ké ca I6p dam may) cd thé xoa du da loai trir tam.

3. Cac budc thuc hién

1. O tab % Nang cao, nhom & Linux song song Windows, bam .
Ban sé thay: clra s6 " 2y Cai Win v11.1 — Kali Linux, CHAY SONG SONG Windows" md ra, dong dau
nhac lai gilt
nguyén Windows, k§ thuat vién chi can khai tai khoan va chon ché cai.

2. Muc 1 — Tai khoan Kali (d3t truéc): dién Tén dang nhap (chir thuéng), Mat khau, Tén hién thi,
Tén may (hostname). G6 chif khong dau.
Ban sé thay: khong dugc dat tén dang nhap la root — Kali khong cho dang nhéap root ti ban 2020.1.

3. Muc 2 — B9 cai: dé trong roi bam ERELEIROLGLN d€ tool tu tai ban Installer amd64, hodc bam

tro tdi file .iso da cé san.

4. Muc 3 — Giao dién Kali: chon Xfce (mac dinh, nhe), GNOME hoac KDE Plasma. B cong cu tan cong
kali-linux-default ludn cai kem, khong phu thudc giao dién chon.

5. Doc Bang kiém bén phai. Dau v 1a dat, dau X 1a ly do sé bi chan khi bam ndt chay.
6. Néu c6 dong X, xUr ly diing viéc bi chi ra (tat BitLocker, don & C...) réi bam .

7. (Tuy chon) B&m néu may con sét phan vung tam clia mot lan cai trudce bi diing gilra
chung.

8. B&m nut chinh 2, CHUAN Bl &8& KHGO1 DONG VAO TRINH CAl KALI.
Ban sé thay: tool doc nhanh ho s may roi hién hop “Xac nhan cai Kali (CHAY SONG SONG Windows
(dual-boot))",
in ra ddng nhirng gi sap lam: thu nhé C bao nhiéu, goi cai, giao dién, tai khoan.

A Canh bao: Pay 1a ngi DUY NHAT trong ca ludng con hai lai trudc khi tool dung tdi 6 dia. Poc kj trudc
khi bam
> Yes. Bam No thi moi th& ding lai, chua dung gi tdi 6 dia.

9. Poc k¥, badm Yes dé tiép tuc (hodc No néu mudn ding).

Ban sé thay: ¢ thé con hép canh bao riéng vé phan mém diét virus (Kali chlra cong cu tan cong that) — doc
ky roi
tra I8i. Sau dé tool thu nhd & C, tao phan viing bé cai tam + chd tréng cho Kali, chép bo cai, tao muc khdi
dong,
roi héi khai dong lai.

10. Péng y khéi dong lai.
Ban sé thay: trinh cai Kali tu chay hoan toan — khong phai bam gi, khong phai dang ky tai khoan (da dat &
budc 2), tu chia vao vung tréng da chira.



11. ChG may tu khai dong lai lan nira.

Ban sé thay: menu khéi dong (GRUB) hién ca Kali va Windows.

4. Giai thich cac muc trong cira so

Muc

Tén dang nhap / Mat khau / Tén
hién thi / Tén may

Bo cai (.iso)

\[Vid ! Tai Kali tir kho

Giao dién Kali (Xfce / GNOME / KDE
Plasma)

Bang kiém
N\l & Doc lai may

NGt 2, CHUAN B| && KHOI PONG
VAO TRINH CAI KALI

5. Kiém tra két qua

* Sau khi may khdi dong lai lan cudi, menu khdi dong hién ca Kali va Windows.

Tac dung

Tai khodn dat sdn cho Kali

Pudng dan file cai Kali

Ty tai bo cai Installer amd64 va tu dién

vao 0

Giao dién man hinh sau khi cai

Liét ké ting diéu kién may, gém chuan &
dia, ché tréng & C, BitLocker, Secure Boot,
bo cai

Poc lai toan b6 Bang kiém

Xoa phan ving tam con sot tU lan cai
trudc bi dung gilra chiing

Nut chay chinh

Khi nao dung / ghi chu

Khong dugc la root

Phai la ban "Installer" amdé4; dé

tréng + bam nut tai dé tool tu
lay

Can mang Internet

Xfce nhe nhat; b6 cong cu tan
céng ludn cai kem ca ba

v dat, X la ly do chan

Dung sau khi don & C hoac tat
BitLocker

Hoi xac nhan trudc khi dung 6
dia

* Chon Kali, dang nhap bang tai khoan da dat & budc 2 (khéng dung root) la vao dugc desktop.

* MG lai Windows (chon Windows & menu khdi dong), kiém tra 6 C con di liéu ci, dung lugng tréng giam

ddng theo phan
da chia cho Kali.

6. Loi thudng géap va cach xur ly

Hién tuong / thong bao

"Thiéu bd cai" — "Chua chon file .iso cla

Kali Linux (Installer amd64)."

"Thiéu tai khoan"

Nguyén nhan

Chua chon va chua tai bo cai

Chua dién Tén dang nhap / Mat
khau

Cach xir Iy

Bam MNEREIRNAGIN hoac
Chon...

san

tro tdi file .iso Installer co

Dién du 2 6 roi bam lai



Hién tuong / thong bao Nguyén nhan Cach xr ly

"Khéng dung tén root — Kali khong cho | G& root lam tén dang nhap bat tén thudng khac, vi du khach
dang nhap bang root tir ban 2020.1."

"Thong tin tai khoan chua hgp lé" Tén/hostname/maét khau sai quy Stta theo dung dong ly do tool chira
tac Linux

"Chua cai dugc" — "May chua du diéu Mét dong X trong Bang kiém XU ly ding dong X roi

kién: ..." B Doc lai may

"Chi cai song song trén UEFI-GPT" O dia dang MBR (Legacy) — ché Chuyén sang GPT + UEFI, hoac dung

dé song song chi hé trg GPT VIS E W néu chi can Kali

"G C khong du ché" Thiéu ché tréng cho b6 caitam + | Don bét & C réi bam lai
Kali + chtra Windows

"Phan mém diét virus" (cdnh bdo) — "c6é | Kali chfa cong cu tdn cong that, DPong y dé tool ty thém loai trir tam;
thé XOA goi cai Kali (mimikatz, dé bj diét virus nghi ngd néu van bi xoa phai tat han diét virus
powersploit...)"

"Diét virus da xoa goi cai Kali" Diét virus xoa goi cai sau khi da Tool ty don phén vung; tit han diét
chép vao phén ving tam virus roi lam lai

7. Luu y an toan

* Hop "Xac nhan cai Kali* 1a diém KHONG HOAN TAC duy nhat trudc khi tool thu nhé 6 C.

* GRUB sau khi cai song song dirng truéc Windows vinh vién — néu BitLocker dang bat & 6 C, moi lan khéi
dong
Windows sau d6 déu bi hoi khoa phuc héi 48 s6; tool da ti choi cai khi phat hién BitLocker con bat.

* Kali chlta cdng cu tan cong that — giai thich ré vai khach trudce khi cai, tranh hi€u nham la may bi nhiém
virus.

® Ludn khuyén khach sao luu dit liéu quan trong trudc khi thu nhé 6 dia.

8. Cau hoi thudng gap

Héi: C6 thé xo4 Kali sau ndy ma van git Windows khéng?

Dbap: C6, dung nut & cung nhom " & Linux song song Windows" — nut d6 gd& sach phan Linux,
ké ca Kali

cai bang nut nay.

Hoéi: Vi sao tool canh béao diét virus dac biét véi Kali?

Dap: Vi Kali cai kem cac cong cu tdn cong that (mimikatz, powersploit...), nhiéu hang diét virus coi do la phan
mém

déc hai du la mét phan hgp phap clia bo cong cu Kali.

Hoi: C6 bat budc tat Secure Boot khong?

Dép: Bang kiém clia nut nay cling c6 dong Secure Boot nhu nat "Kali thay han Windows" — may con bat
Secure Boot sé

bi bao X, can vao BIOS/UEFI tat roi bam Rl ERNENE.
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