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/ Mat khau & Chi ky s6

Lay mat khau Windows da luu va chir ky s6 (ching thu sé) ra & may c, cat vao USB, roi dua
vao may méi — khéng mat khi cai lai Windows hoac déi may.

Vi tri Tab @ Chic nang — nhém Sao Iuu - Khoi phuc — nat

A Mat khau & Chir ky s6

Chay & Windows (khéng c6 & WinPE)

Can cé Quyén quan tri - Tai khoan cla khach phai dang dang nhép trén may - Nén c6 USB dé
cat (khuyén dung, khéng bat budc)

Mrc rii ro Vlta — khéng xoa dit liéu gdc trén may; nhung quén mat khau bao vé file chit ky s6
vlfa xuat la mat han, phai xin lai nha cung cap

Thai gian 2-3 phut thao tdc mdi may, khong ké thai gian déi USB gilta may cii va may mdi

1. Gidi thiéu

Khi cai lai Windows hodc d6i may mdi cho khach, hai thi hay bi bé quén va mat luén khéng lay lai dugc:

* Mat khau Windows da luu: mat khau WiFi, 8 mang, may in dung chung, Outlook, Remote Desktop... ma
Windows tu cat vao mot "két" riéng khi khach tich "Nhé& mat khau". Cai lai may la két ndy mat trang, khach
phai nh& va go lai ting cai — rat nhiéu khach khéng con nhé.

* Chir ky s6 (chiing thu s6 dung dé ky hoa don dién tu, ké khai thué, bao hiém xa hoi, hai quan...) khi 13 loai
"mém" cai thang vao may thi cai lai may 1a mat, khach phai xin lai nha cung cap, tén tién va mat thai gian
chg.

NGt gom viéc "lay ra & may cli — cat vao USB — dua vao may mdi" vao moét clra s6 2

c6t, tw déng phan lam dugc (chit ky s6, danh sach mat khau), va dan tay tirng budc cho phan Windows bat

budc phai bam tay.

Khi nao can dung:

* Trudc khi cai lai Windows cho may cé khach dung chit ky sé (ké toan, ké khai thué, hai quan).

* Trudc khi déi may méi, gilr lai mat khau WiFi/6 mang/may in da luu nhiéu nam.

Nt nay khong lam:

* Khoéng ldy ra dugc chit ky s6 nam trong USB token hoac bi khoa chinh sach khéng cho xudt — loai nay chi
can cam nguyén cuc USB token sang may mdi.

* Khéng ty bam dugc man hinh Windows yéu cau Ctrl+Alt+Delete dé |ay mat khau da luu (Credential
Manager) — day la man hinh bao mat riéng clia Windows, phai ngudi ngoi tai may tu bam.

2. Truéc khi bat dau

* Dang chay Windows day du (khong phai WinPE), tool da c6 quyén quan tri.

¢ Khach phai dang dang nhap ding tai khoan cta ho trén may ci luc lay ra, va trén may mdi luc dua vao.
Windows khoa ca mat khau da luu va private key cta chir ky sé theo mat khau dang nhap cla chinh tai



khoan dé — ké ca quan tri vién cling khong doc dugc cla tai khoan khac chua dang nhap.

* Nén cam san USB dé chon lam nai cat & Budc 1. Khdng bat budc, nhung cat trén 6 hé diéu hanh dang chay
sé bi tool canh bao do vi cai lai may la mat.

e DPat trudc mot mat khau bao vé cho file chit ky s6 sé xuat ra, va nhd kj — sé phai nhap lai 8 may mai.

* Hoi khach c6 déng y ghi kém mat khau vao file huéng dan hay khéng (xem muc 7, nén chon Khéng).

* Néu khach dung chit ky s6 dang USB token (m6t cuc USB cling riéng), chuan bi san tam ly: loai nay khong
ldy ra dugc bang phan mém, chi can cam nguyén cuc sang may mdi.

3. Cac budc thuc hién

3.1. May cii — lay ra dé cat

1.0 tab @ Chirc ndng, nhém M Sao luu - Khéi phuc, bam EERYERGETR R AN,
Ban sé thay: ctra s6 Mat khau Windows da luu va Chir ky s6 md 1én, chia 2 cot: trai 1a & MAY CO, phai 13
& MAY MOl

2. (Khdng bt buéc) Bam dé doc giai thich tng khai niém bang chi d& hiéu.
Ban sé thay: hop Huéng dan - Mat khau Windows da luu va Chir ky sé hién chir giai thich. BAm OK dé
dong.

3.0 6 & Tai khoan ctia khach phia trén, chon ding tai khoan Windows clia khach (khong phai tai khoan thg
dung dé cai may).
Ban sé& thay: nhan bén canh bao xanh " [ Pang dang nhap" (1ay ra/dua vao day dd) hoac do "A CHUA
dang nhap" (chi copy dugc file chit ky s6 c6 san trén dia, khéng 18y dudc chir ky s6 dang cai trong may hay
mat khdu Windows).

4. O cot trai, bam EEIRE R AOSAN, chon thu muc trén USB rdi bam OK.

Ban sé thay: nhan d6i thanh dudng dan vira chon, tool tu tao thém thu muc con tén MatKhau_ChuKySo_<tén
user>_<ngay> . Néu nai chon nam trén 6 hé diéu hanh dang chay, nhan chuyén dé kém ddu canh bao vi cai
lai may la mat luon ban vlra cat.

B © Kiém traméy nay c6 gi |
Ban sé thay: tool quét chit ky s6 cai cho tai khoan va cho toan may, file chit ky s6 c6 san trong thu muc cua
khach, va dém mat khau Windows da luu. Két qua dé vao bang, méi dong mét 6 tick: " 4 Lay ra dugc”
(chit ky s6 mém, xuat dugc) da tick san; " X USB token / khoa" (nam trong cuc USB token hoé&c bi khoa
khéng cho xuat) tu bo tick; ™ = File chir ky sé" (file ¢4 san trén dia) da tick san.

6. Bam vao 6 Buéc 3, gd mot mat khiu dé bao vé file chi ky s6 sap xuét ra.
Ban sé& thay: con trd & 6 nhap, chit gé vao bi an thanh dau cham. Phai nhé ky méat khau nay.

YAER 2 LAY RA va cat vao noi da chon |

Ban sé thay: tool xuat tirng dong d4 tich, copy file san co, réi hdi "Ghi mat khau vao file huéng dan?".
8. Chon No/Khéng (khuyén nghi, xem muc 7), hodc Yes/Cé néu khach déng y déi lay su tién lgi.

Ban sé thay: hop Hoan tat hién, ghi ro da lay ra nhitng gi va cat & dau. Bam OK.

Luu y: Néu dong ° Mat khau Windows bao khong ldy ra dugc gi, co thé vi may chua luu mat khiu nao
qua tinh nang "Nhd& mat khau" cua Windows — khéng phai 16i cla tool.

[!OK] Mai file chi ky s6 c6 thé dung mét mat khau khac nhau. Néu I8y ra nhiéu chir ky s6 trong mét lan,
ghi riéng méat khau cda ting file ra gidy hodc ghi chi may, tranh nham |an khi dua vao may mai.



3.2. May mé@i — dua vao may nay
1. Mang USB sang may md&i, m& -V EIdGETR-A S IV ST
khach (phai dang dang nhap dung tai khoan do).
2. 0 cot phai, bam , chon ding thu muc Matkhau_ChuKySo_... da mang tu USB, roi
bam OK.
Ban sé thady: bang bén phai hién cac file chir ky s6 tim thay, tick san hét. Néu llc 1ay ra da chon Yes ghi kem
mat khau, 6 mat khau tu dién san; néu chon No, 6 nay tréng.

chon dung tai khoan khach 6 6 & Tai khoan cua

3. G& lai dung mat khdu da dat & Budc 3 cua muc 3.1 (hodc mat khau nha cung cap giao, néu la file chir ky s
c6 san khéng do tool xuat).

V:El & DUA VAO may nay |

Ban sé thay: tool cai tung file chir ky sé da tich vao kho chitng thu clia dung tai khoan khach dang chon.
Hop Pa cai chir ky sé hién bao da cai xong. Bam OK.

5.Ddng clia s6 bang nat X.
Ban sé thdy: m& phan mém ké khai hoa don/thué cua khach, chir ky sé da cai vao xuat hién va dung dudgc.

3.3. Mat khau Windows da luu (Credential Manager) — bat budc lam tay

Phan méat khau Windows da luu (WiFi, 6 mang, Outlook...) nam trén mét man hinh bao mat riéng cua
Windows, khdng phan mém nao — ké ca tool nay — badm hé dugc.

1. Theo hudng dan hién trén hdp thoai cua tool, ngudi dang ngdi tai may tu nhan Ctrl+Alt+Delete.

2. Lam theo cac budc Windows hién ra dé xem hodc sao luu mat khau da luu trong Credential Manager.
A Canh bao: Viéc nay khéng lam dugc qua diéu khién tir xa (UltraViewer, AnyDesk...), vi Windows chan

phan mém diéu khién tir xa nhin thdy man hinh bdo méat nay. Phai c6 ngudi ngdi tai may.

4. Giai thich cac muc trong cira s6

Cira s6 Mat khau Windows da luu va Chir ky s6

Muc Tac dung Ghi chia
O & Tai khoan cta khach Chon tai khoan Déi tai khoan thi bang quét bi xo4, phai bam
Windows can ldy ra/dua ® Kiém tra may nay c6 gi [EIR
vao
Nhan "4 Pang dang nhap" / "A Béo tai khoan da chon Chua dang nhap thi chi copy dugc file chit ky s6
CHUA dang nhap” c6 dang dang nhép trén | c6 san trén dia.
may khong
NGt Mé& hép giai thich khai | Khéng thao tac gi trén méy.
niém bang tiéng Viét dé
hiéu
Cot trai & MAY cO — Chon nai cat ban lay ra Tu tao thu muc con MatKhau_ChuKySo_<tén

® Chon nai cat (USB) (Budc 1) user>_<ngay> . Canh bao do néu chon trén 6

hé diéu hanh.



Muc

Cot trai —

® Kiém tra may nay cé gi
Bang két qua (cot trai)

O mat khau Budc 3 (cot trai)

Nut

= LAY RA va cét vao nai da chon

Cot phai & MAY MGI —

® Chon thu muc da cat

O mat khau Budc 2 (cot phai)

NVi§ S DUA VAO may nay

5. Kiém tra két qua

Tac dung

Quét chit ky s6, file co
san, va dém mat khau
Windows da luu (Budc
2)

Mbi dong mét 6 tick:
chit ky s6, file co san,
mat khau Windows

D&t mat khau bao vé file
chi ky s6 sap xuat ra

Xuat cac dong da tich,
ghi kém file huéng dan

Chon thu muc
MatKhau_ChuKySo_..
. mang tU may ci
(Budc 1)

Gb lai mat khau da dat
lic lay ra

Cai tung file chir ky sé
da tich vao kho chiing
thu cla tai khoan khach
dang chon

Ghi chua

D3 két qua vao bang, tu tick dong lay ra dudc.

"4 Lay ra dugc" - " X USB token / khod"
(khéng a3y ra dugc bang phan mém) - " = File
chit ky s6" (c6 s&n trén dia).

Bat budc cua Windows khi xuat file chir ky s6;
phai nhé& k.
Hoi ¢ ghi kém mét kh3u vao file hudng dan

khong.

Tool doc file huéng dan trong dé dé hién tén
tung chit ky sé.

Tu dién sén néu luc 13y ra da chon ghi kém mét
khau.

Phai dung tai khoan dang dang nhap trén may
mdai.

e Sau khi LAY RA: thu muc MatKhau_ChuKySo_<tén user>_<ngay> co file chif ky s6 da xuét va mét file hudng
dan.

* Sau khi DUA VAO: hop Pa cai chir ky s6 bao da cai xong; m& phan mém ké khai hoa don/thué clia khach
dé xac nhan chir ky s6 dung dugc.

* Mat khdu Windows da luu: ki€ém tra lai trong Credential Manager (md bang cach tim "Credential Manager"
trong Start Menu) trén may mdi, sau khi da lam theo muc 3.3.

6. Loi thudng gap va cach xur ly

Hién tuong / thong bao Nguyén nhan Cach xr ly

Bam LAY RA trudc khi chon
noi cat.

Bam ding th(r ty Budc 1 — 2 — 3 ri mdi bam LAY
RA.

El] © Kiém tra may nay c6 gi figifed

"Thiéu Budc 1" — Chua chon noi
cat. Bam '@, Chon nai cat (USB)'
trudc.

Bam LAY RA trudc khi quét
may.

"Thiéu Budc 2" — Chua kiém tra
may. Bam ' @ Kiém tra may nay

cogi'..



Hién tuong / thong bao

"Thiéu Budc 3" — Hay dat mat
khau bao vé file chit ky s6 & Budc
3.

"Chua tich gi" — Hay tich it nhat 1
dong trong bang...

"Khéng tao dugc thu muc" — USB
¢6 bi khoa ghi hoac da rat ra
khong?

" X khéng xuét dugc (private key
khéng cho xuét hodc nam trong
USB token)"

Phan DUA VAO béo 15i, hay gap
nhat 1a sai mat khau

"Tai khoadn chua dang nhap" — Tai
khoan " hién KHONG dang nhap
trén may nay...

Muc " MAat khdu Windows"
khong bam tu dong dugc, hop
thoai dan bam Ctrl+Alt+Delete

Bang lam cho tai khoan khac
(khong phai tai khoan thg) ma két
qua bao xong/that bai chua khép
thuc té

7. Luu y an toan

Nguyén nhan

Co tich chit ky s6 nhung 6
mat khau Budc 3 con tréng.

Bam LAY RA/DUA VAO khi
khéng dong nao dugc tich.

USB rut ra gilta chiring, hoac
8 dich chi-doc/day dung
lugng.

Chr ky s6 bi khoa chinh sach
khong cho xuat, hoac thuc
chat nam trong USB token.

G6 nham mat khau, hoac
nham mat khau cla file khac
— mai file chi ky s6 c6 thé
c6 mat khdu khac nhau.

Chon moét tai khoan khach
chua dang nhap Windows dé
1dy mat khau/chl ky s6 cua
tai khoan do.

Pay la man hinh bdo mat
riéng cta Windows — khéng
phan mém nao bam hoé dugc.

May chay cham, hoac dang
X0 ly dudi mot tai khoan khac
can thém thdgi gian.

Cach xr ly

G6 moét mat khau, nhé kj d€ nhép lai 8 may mai.

Tich lai it nhat mot dong trong bang trudc khi
bam.

C&m lai USB, chon lai ngi cat & Budc 1, kiém tra
USB con tréng ché.

Khéng co cach lay ra bang phan mém; cam
nguyén cuc USB token sang may mdi la dung
dugc.

Kiém tra lai ding mat kh3u cda tung file; file do
nha cung cap giao dung mat khau cla ho, khéng
phai mat khau dat IGc LAY RA.

Dang xuat, dang nhap dung tai khoan khach, roi
md lai clra s nay.

Ngudi ngdi tai may tu bam theo huéng dan hién
trén hép thoai; khong 1am dugc qua diéu khién tu
xa.

Kiém tra két qua that (vao Credential Manager /
kho chiing thu xem c6 xuat hién khong) trudce khi
bao khach la da xong.

* Xuét chir ky sé (LAY RA) khéng xoa ban géc trén may cii — an toan, lam lai dudc. Nhung quén mat khau

bao vé file vira xuat 1a mat han, phai xin lai nha cung cdp chit ky s6, t6n tién va thai gian.

* Chon No khi hoi "Ghi mat khau vao file hudng dan?" an toan han cho khach — ai cdm dugc USB ciing
khong ding dugc chit ky s& néu khong biét mat khau. Chi chon Yes khi khach dong y déi ldy sy tién Igi.

* Pua chir ky s6/mat khau vao ding tai khoan cla khach trén may mai. Néu dang nhap nham tai khoan khac
khi lam budc DUA VAO, chit ky s6 sé& cai vao kho cla tai khoan sai, khach khéng thdy, dé hiéu [am 1a mat.

* Phan mat khdu Windows da luu phai dé ngusi dang ngoi tai may tu bam Ctrl+Alt+Delete — khong lam

dugc qua diéu khién tir xa, vi d6 1a man hinh bao mat riéng cia Windows.

e Khéng bao gi& hién mat khau hodc chiing chi that ctia khach 1én man hinh khi chup anh hodac chia sé man

hinh dé hudng dan ngudi khac.



8. Cau hoi thudng gap

Hoi: Ch{ ky s6 nam trong USB token thi sao luu bang nat nay dugc khéng?

Dap: Khéng. Loai nam trong USB token khong phan mém nao Idy ra dugc. Chi can cam nguyén cuc USB token
sang may mdi la dung lai dugc.

Hoi: Quén mat khau bao vé file chit ky s6 da xuat thi lam sao |y lai?

DPap: Khong lay lai dugc. Phai xin cap lai chir ky s6 tir nha cung cap (Viettel-CA, VNPT-CA, FPT-CA..). Vi vay phai
nha k§ méat khau ngay ti Budc 3.

Héi: Co thé 1ay mat khau/chi ky s6 cia mot tai khoan khach khac (khéng phai tai khoan dang dang nhap)
khéng?

Dap: Khong lay day du dugc. Windows khoa dir liéu nay theo dung tai khoan dang dang nhap; phai dang nhap
dung tai khoan khach trudc.

Hoi: C6 bat budc dung USB khéng?

Dap: Khong bat budc, nhung nén dung. Cat trén 6 hé diéu hanh dang chay sé mat theo néu cai lai Windows,
tool sé cadnh bao do khi chon nai cat nhu vay.

Héi: Tool c6 tu 1y dugc mat khau Windows da luu (WiFi, Outlook..) khéng, hay van phai bam tay?

Dap: Phan dém s6 lugng mat khau da luu thi ty ddng; nhung dé xem hodc sao luu ndi dung that, Windows
luén bat budc nguadi ngdi tai may tu bam Ctrl+Alt+Delete (muc 3.3) — khéng phan mém nao bo qua dugc
budc nay.

Hoi: C6 thé dua chir ky s6 vao nhiéu tai khoan khach khac nhau trén cung mét may khéng?

Dap: M6i lan DUA VAO chi cai vao duing tai khodn dang chon & 6 " & Tai khoan ctia khach". Muén dua vao tai
khoan khac, dang nhap ding tai khoan do réi ma lai clra s6 va lam lai Budc 1-2.
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