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= Sua loi may in

Gom 38 16i may in hay gap, chia theo dung vai trd may dang ngéi (chia sé / nhan share / ca hai
/ may khac ndi dugc ma may nay khéng), chdn doan réi stra ngay trong cling clra sé.

Vi tri Tab % Néng cao — nhém Y Khi may co sy c6 — nut
Chay & Windows (khéng dung trong WinPE)

Can c6 Quyén admin cho hau hét muc stra - Mét s6 muc chi &p dung cho méay domain hoac
chi cho may workgroup

Mrc rai ro Phan I&n Vita (d6i cau hinh, khoi phuc dugc). Muc ¢ chit DO trén nit la rai ro CAO/ha
bdo mat
Thgi gian 10-20 gidy chan doan + vai gidy t&i vai chuc gidy mdi muc sta

1. GiGi thiéu

L&i may in 13 loai 16i "nghe chung mét cAu nhung thi pham khac han nhau": may in cdm truc tiép khéng chia
sé dugc, may nhan share bao du loai ma 16i, hay chi mét may trong van phong khéng néi dugc trong khi may
khac van in binh thudng. Nut
dang ngoi:

=R GRNE VAL gom 38 muc 16i hay gap nhat, chia theo dlng vai trd may

1. @D Chay trén MAY CHIA SE may in — may cdm may in / may chia sé cho ngudi khac dung.

2. Chay trén MAY CLIENT nhan share — may chi lay may in tir may khac.

3. @ Chay dudgc trén CA 2 MAY — 16i khdng phan biét vai tro (Spooler chét, hang ddi ket, khé gidy sai...).
4. @ May KHAC néi dugc, may NAY khong — diing mot may trong mang LAN bij 16i con méy khac van

dung tot.

M®oi nut vira 1a ndi doc chan doan, vira |a nci bam dé sira lubn — bam trudc dé tool t& mau
ding muc dang hong that trén may nay, rdi bam thang vao nat cam dé sira.
Khi nao can dung:

* May in cam truc ti€p khong chia sé dugc cho may khac trong mang.

* May nhan chia sé bao 16i két néi, khéng cai dugc driver.

* M6t may trong van phong khong in dugc trong khi may khac van in binh thudng cling may in dé.

2. Truéc khi bat dau

* Biét rd may dang dong vai tro gi (may chia sé hay may nhan share) dé doc dung cdt — tool da tu khoa xam
cac muc khong hgp (vi du muc chi danh cho workgroup ma may dang domain).

* Chay tool bang quyén Administrator (binh thudng tool tu xin quyén khi ma).

* Trudc khi bam I GEIR I NETRC [T R TRT
hét [énh in trong hang ddi, tool tu dém va hdi lai néu co.

- hoi khach cé 1énh in dang chd khéng — khéi dong lai sé huy



® Muc c6 chir dé trén nat (rui ro CAO) déu ha mét 16p bao mat ndo d6 — chi bam khi that can va hiéu ré
dang danh déi gi.

3. Cac budc thuc hien

1. O tab % Nang cao, nhom Y Khi may cé su ¢6, bam .
Ban sé thay: clra s6 hién ra, dong Y» May nay cho biét may dang chay ban Windows nao, dang domain hay
workgroup, va Print Spooler dang chay hay khong.

Ban sé thay: thanh tién trinh chay khoang 10-20 giady, quét mot lan cho ca 38 muc réi té mau tiing nat.

3. Doc 4 khung nhém MD@B@ (chi tiét & muc 4), quan sat quy tac mau: cam = may nay dang hong that muc
do, xanh nhat = khong thay van dé, chir doé trén nat = rdi ro CAO, ha mot I6p bao mat.

VREENY & Khoi dong lai dich vu in
Ban sé thay: tool dém lénh in dang chd trudc, hdi xac nhan néu co, réi ding/bat lai dich vu in.
5. Bam dé gui mét trang in ra may in mac dinh, kiém tra da stra xong chua.

6. Bam EEESERENIRE A ENRCELN dé tool tu chay moi muc an toan tim dugc sau khi chadn doan (bd qua
han cac muc ri ro cao).

7. Bam EEEELNTTRETRTT NG E VAT truGce khi sifa gi I6n — xudt ra file .reg trén Desktop.

8. Bam dé luu toan bd nhat ky ra Desktop gui ngudi hd trg & xa.

A Canh bao: Muc cé chit dé trén ndt (vi du md lai PrintNightmare, bo bat buéc ky SMB, bd chan NTLM)

luén bi loai khoi EESVERELIRE A IELRCELN. Phai tu bam va tu xac nhan, hiéu rd dang ha mét I6p bao

mat.

4. Giai thich cac muc trong cira s6

4.0 Quy tac doc mau va chir
* Nt chua chan doan: mau nén trung tinh.

* Sau khi bam : xanh nhat = khéng thdy van dé; cam = héng that; khéng déi mau nhung cé
icon i trong tooltip = khong tu do dugc / muc bam tay.

® Ch{ trén nat mau dé = muc cé muc rui ro cao (ha bdo mat). Nhirng muc nay luon bi loai khoi Stra nhanh.

* Muc khéng ap dung cho may dang chay bi khoa xam, tooltip ghi ré "Chi dung cho may
DOMAIN/WORKGROUP — may nay dang la...".

4.1 Nhém @ — chay trén MAY CHIA SE may in (trich mét s6 muc)
NGt (rat gon) Y nghia

Spooler chan mdy khac RUi ro CAO (chit d6) — g& la mé lai mot 16 héng bao mat, khéng tu chay trong Sira
két néi nhanh

Chua share / tén share | May in chua chia sé, hodc tén chia sé cé dau/khoang trang
c6 dau

Mang dang Public Windows chan chia sé khi card mang dang & profile Public



NGt (rat gon) Y nghia

WPP chan mdy in doi cl | Ché dd in dugc bao vé (tu Windows 11 24H2) chi cho may in hién dai — may in dai ci
cai dugc nhung khong ra gidy

Tai khoan tréng mat Rui ro CAO — tai khoan khéng mat khau chi dung dugc khi ngbi truc ti€p may do,
khau khéng dung qua mang dugc

4.2 Nhém @ — chay trén MAY CLIENT nhan share (trich mét s6 muc)

Nt (rat gon) Y nghia
Point and Print chan cai Rui ro CAO — dung 16 héng bao mat da biét, chdn user thudng tu cai driver may
driver in chia sé
A policy is in effect RUi ro CAO — chinh sach Point and Print cia domain chan két néi
RPC Packet Privacy RUi ro CAQ, lién quan mét 16 héng bao mat da céng bé
Y NOi qua Local Port Vong qua toan bd ca ché Point and Print — cach né khi domain chan qua chat

4.3 Nhém @ — chay dudgc trén CA 2 MAY (trich mot s6 muc)
NGt (rat gon) Y nghia

Spooler bdo Error | Monitor/print processor trong registry tro vao file d& mat
2 khi bat

Spooler bdo Error | Spooler khdi déng treo qué gid; kém 16i 1813 la dau hiéu file dich vu in khéng con nguyén
1053 ven. Tool chan doan nhiéu nguyén nhan roi stra theo thit tu

Lénh in ket hang Xoéa file dong lai trong hang dgi in. Tool liét ké (may in | tai liéu | ngudi gui) trong nhat ky trudc
doi khi xoa

Khé gidy Letter - | Chi ddi may in dang dé Letter, loai trir may in bill/tem (POS/label)
dat A4

M3y in nhan ban Chi xoa ban "(Copy n)" khi ban g6c cling tén con ton tai, hdp xac nhan liét ké rd tén
Copy 1, 2

4.4 Nhém @ — May KHAC néi dugc, may NAY khong (trich mét s6 muc)

Nhém nay tra I6i ding cau hay gap nhat ngoai hién trudng: "sao may A in dugc ma may B khong in dugc, cung
mét may in chia sé". Vi may in va may chia sé déu dang tét, thi pham nam & diém khac nhau giira may A va
may B.

Nt (rat gon) Y nghia

O bo dudng téi may Muc dau tién nén chay: ping + kiém c6ng mang + danh sach chia sé. Chay trén ca 2 may
chia sé roi so nhat ky la cach nhanh nhat khoanh vung

24H2 bat budc ky SMB | Ruiro CAO — Windows 11 24H2+ bat budc ky SMB, khéng néi dugc may chia sé/NAS dai
cli ma may Windows 10 van néi dugc

SMB client chan NTLM Rui ro CAO — Windows 11 24H2+ chan NTLM, khéng dang nhap dugc vao may
workgroup



Nut (rat gon)

WiFi cach ly may (AP
isolation)

Diét virus chan chia
sé LAN

Y nghia

May dung WiFi khéng thdy may cam day do céch ly diém phat hodc vao nham séng

Khéach

Phan mém diét virus bén th( ba chan chia sé trong mang LAN

4.5 Thanh cong cu trén cung

Nuat

4 Stra nhanh cac 16i an toan

B Khai déng lai dich vu in

@ In trang test

= Sao luvu cau hinh may in

5. Kiém tra két qua

Viéc lam

Quét toan bd 1 1an cho ca 38 muc

ro cao

In 1 trang test ra may in mac dinh

Chi stta cac muc da chan doan ra 16i that va dugc danh dau an toan, khéng phai rui

Dém lénh in dang cha, hodi xa4c nhdn néu cé, réi dung/bat lai dich vu in

Xuat toan bo cau hinh ra file .reg trén Desktop

Luu toan bd nhat ky ra file trén Desktop, hdi m& ngay bang Notepad

* Inthi bang sau khi stra dé€ xac nhan may in da hoat dong.
e Bam lai dé xem cac nut vira stra da chuyén tir cam sang xanh nhat.
* Trén may nhan share: kiém bang cach gti 1 ban in that tir tng dung thudng dung.

6. Loi thudng gap va cach xu ly

Hién tudng / thong bao

Spooler bao "Error 2: The
system cannot find the file
specified" khi bat

“Error 1053" kem mo ta dich
vu 16i 1813

Tool bao stta xong thanh
c6ng nhung may khach van
con 16i nguyén

Ch{r do trén nat Spooler
khéng nhan két néi tw
mdy khac / SMB client
chan NTLM

Nguyén nhan

Monitor/print processor trong registry tro
vao file da mat

Spooler khai dong treo qua gid; 1813 la
dau hiéu file dich vu in khéng con nguyén
ven

Mot s6 muc doc/ghi hé s cla tai khoan
dang chay tool (néu dang nang quyén
bang admin khac), khéng phai ho so
ngudi dang ngbi may

Muc rdi ro CAO — g& cac muc nay la mg
lai mét dudng tén cong hodc bd I8p chan
mac dinh cdia Windows 11 24H2+

Cach xir Iy

Bam muc Spooler bdo Error 2 khi
bat — tool quét registry va gir lai monitor
chuan cta Windows

Bam muc Spooler bdo Error 1053 —
tool chan doan réi stta dung thi ty

Dang nhap dung tai khoan cta nguai dung
may roi chay tool truc tiép (khong nang
quyén bang admin khac)

Chi bam khi that can, hiéu ré dang ha bao
mat, va bat lai ngay khi xong viéc néu c6
thé



Hién tuong / thong bao Nguyén nhan Cach xr ly

Muc dang can nhung nit bi | Muc chi &p dung cho domain hodc chi ap | Poc tooltip cta nut dé biét rd "Chi dung
xam, khong bam dugc dung cho workgroup, may dang chay cho may DOMAIN/WORKGROUP"
thuoc loai khac

7. Luu y an toan

* Moi muc chit dé trén nit déu ha mot I6p bao mat nao dé6 — cac muc nay khéng bao gis dugc tu chay
trong Sta nhanh, luén phai ty bam va ty xac nhan.

L NGEGCIERETRC [ RIRTM huy toan bo 1énh in dang chd trong hang dgi — tool dém va héi lai néu co, van

nén hai khach trudc khi bam gid lam viéc.
SR TRAGURNE VAL trudc — dé khoi

e Trudc khi stra nhitng 16i I6n (Spooler 16i, d8i registry), nén bam
phuc néu sua sai hudng.

* Xoa lénh in ket hang dgi la hanh déng khong hoan tac — khach dang in gi quan trong thi phai in lai tir dau.

e DGi tén chia sé, d6i khé gidy, doi cong... déu anh hudng téi cac may khac dang dung chung may in d6 —

nén bao trudc néu nhiéu may dang cung in.

8. Cau hoi thudng gap

Hoi: Stra nhanh c6 an toan dé bam luén khéng can doc ky khéng?

DPap: Tuong déi an toan — Sira nhanh chi chay cac muc da chan doan ra 16i va khéng phai rdi ro cao. Van nén
doc nhat ky sau khi chay.

Hoai: Vi sao may A in dugc ma may B khong in dugc cuing mot may in chia sé?

Dap: Dung nhdm @ "May KHAC néi dugc, may NAY khéng" — chay muc Do dudng t&i may chia sé trén ca 2

may roi so sanh.
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