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/ Tat Bitlocker

Liét ké moi 6 dang ma hoa BitLocker, giadi ma tat ca bang mét nat va tu theo dai tién dé.

Vi tri Tab @ Chlc ndng — nhom I Hé théng — nit [P EIE: 61 g

Chay & Windows (khdng dung trong WinPE)

Can c6 Quy&n quan tri - Khong can mang - O can tit phai dang ma khoa
Mrc rii ro Vira — giai ma han 6, dit liéu gilr nguyén nhung mat I6p ma hoé
Thai gian 2-3 phut thao tac + thai gian Windows gidi ma (vai phut téi vai gio)

1. GiGi thiéu

Nhiéu laptop ddi méi tu bat ma hoa 6 dia ngay khi khach dang nhap tai khoan Microsoft: BitLocker trén ban

Pro, "Device Encryption” trén ban Home. Khach thudng khong biét may minh dang ma hoa.

Nut md mot clra s6 liét ké moi 6 cling trang thai ma hod, cho phép tat BitLocker cho tat ca

6 bang mét nat, roi tu cdp nhat phan tram giai ma.

Khi nao can dung:

* Trudc khi déi BIOS: cap nhat firmware, bat/tat Secure Boot, xoa TPM, d6i tht tu khdi déng. Néu con
BitLocker, lan kh&i déng sau Windows hién man hinh xanh BitLocker recovery doi khoa phuc héi 48 sé.

* Trudc khi thao 6 sang may khac hodc gan vao box dé cru dit liéu: 6 ma hoa bi khoa, chi m& dugc bang
mat khau hoac khoa 48 s6.

* Trudc khi cai lai Windows ma giir 6 D:: 6 D: thudng "ty m& khoa theo Windows cii". Xod Windows cii la
mat ludn chia khod tu md, 6 D: thanh 6 khoA.

* Trudc khi ghost hoac chia lai 6 trong WinPE: trong WIinPE 6 ma hoa hién ra la 6 khoa, khéng doc dugc,
khéng co gian dugc.

e Khi cac bang Cai Win ctia tool tir chdi véi thdng bao "O dang ma hoa (BitLocker / Device Encryption)".

Nuat nay khéng lam: khong mé khoa 6 dang khod, khdng tam ngung (suspend) BitLocker, khéng sao luu khoa
phuc héi, khéng cho chon riéng tiing 6 (luén 1a "tat ca 6 dang ma hoa").

2. Truéc khi bat dau

* Dang chay Windows ctia may (khong phai WinPE).

e O can tit phai dang mé khoa: dang dung binh thudng, hodc ban c6 mat khau / khoa phuc hdi 48 s6 clia 8
do.

* Lay va luu khoa phuc héi 48 s6 TRUGC, phong khi gitta chirng phai d6i BIOS hodc may tu khoa:

© Tai khodn Microsoft ca nhan cua khach: https://aka.ms/myrecoverykey (dang nhap dung tai khoan da
dung trén may).

© May codng ty / trudng hoc: https://aka.ms/aadrecoverykey hodac nha b phan IT cia khach.



o Ngay trén may dang md khoa, mé CMD quyén quan tri va gé manage-bde -protectors -get C: —
dong Numerical Password — Password |a khoa 48 s6. Chup anh hoac ghi vao phiéu may.
* Hoéi khach c6 dugc phép tat ma hoa khéng. May cong ty, ngan hang, ké toan thudng bat buéc ma hoa.
e Laptop cam sac. O 16n giai ma l4u, nén bam tat trudc cac viéc khac.
* Nhin dong BitLocker & nhom dau tab Chuc nang:
o Chirdé &% BitLocker: DANG BAT (C: D:) hodc % BitlLocker: 6 dang KHOA/ma héa: E: — can xuly.
o Chirxanh « BitLocker: dang tit — khong can dung nut nay.

o Chitndu % BitLocker: khong xac dinh — tool khéng doc dudc, kiém tay bang manage-bde -status .

Luu y: Ré chu6t Ién dong trang thai do, tool nhac: "Phai tat / m& khoda trudce khi ghost hoac chia lai 6, néu
khong sé kéo mat dir lieu."

3. Cac budc thuc hién

3.1. Tat BitLocker cho cac 6 dang mé khoa

1.0 tab @ Chirc nang, nhém B Hé théng, bam .
Ban sé thay: tool kiém tra PowerShell vai gidy (khéng c6 thdng bao chd), réi ma clra s6 O Tat BitLocker
kém hép " T Pang doc trang thai BitLocker cla cac 6 dia...". Dirng bam nat nhiéu lan trong luc cha.

2. Doc bang. Mdi 8 mét dong, 5 cot: O dia - Bao vé - Khoa - Trang thai - Tién d6 giai ma (%) (giai thich &
muc 4).
Ban sé thay: clra s6 ding vai gidy dé doc lai trang thai, réi hién hop Xac nhan: "Tat BitLocker cho N &: C: D:
... Qua trinh giai ma sé& chay nén va cé thé mat nhiéu thai gian. Tiép tuc?"

4. Doc ky danh sach & roi bim Yes.
Ban sé thay: hop "4 Da gui lénh tat BitLocker cho N 8. Tién do giai ma sé dudc cap nhat ty déng trong
bang." B&m OK.

5. Theo d&i bang: cot Trang thai chuyén sang Pang giai ma (x%) , cOt Bdo vé thanh off . Bang tu lam mdi
khoang 20 gidy mét lan, gid cap nhat ghi  dong "Cap nhat: HH:MM:SS" dudi bang.

6. Chd tdi khi moi 6 hién pa tat (giai ma xong) . Ban van dung may dudc trong lic chd; khai déng lai thi
Windows tu giai ma tiép.

7.Bam mét 1an nira d€ kiém tra. Tool bao "Khéng c6 6 nao dang bat BitLocker." la xong.

8. Péng clra s6 bang nat X.
Ban sé& thay: dong trang thai man hinh chinh hién "dang kiém tra..." roi chuyén xanh « BitLocker: dang
tat .

A Canh bao: Hép Xac nhan cé Yes la nat mac dinh. Ding nhan Enter truéc khi doc danh sach 6.

3.2. Khi bang c6 6 dang khoa (cét Khéa = Locked )

O khoa thi Windows chua doc dudc noi dung, nén khéng tat dugc. Bang hién: Bao vé unknown , Khda
Locked , Trang thai dé€ tréng. Bam liic nay, tool sé béo: "C6é 1 6 dang KHOA: D: ... Hdy md
khéa trudc (nhap méat khau hoac recovery key trong This PC / Iénh manage-bde -unlock), réi bam lai ndt nay."

1. M& This PC, bam dup 6 dang khoa.



2. Nhap mat khau cta 6. Khach quén mat khau thi chon More options — Enter recovery key va nhap khoa

48 s6.

3. Quay lai clra sé tool, bam .

Ban sé thady: 6 d6 chuyén sang Unlocked , Trang thai P& ma héa (100%) .

4. Lam tiép tu budc 3 ciia muc 3.1.

Meo: C6 ca 6 m& dugc va 6 khoa: hop Xac nhan ghi thém "A B qua N 6 dang KHOA (...)". BAm Yes dé tat
cac 6 mé dudc trudc, md khoa 6 con lai réi bAm nut 1an nita.

4. Giai thich cac muc trong cira s6

Cira s6 O Tat BitLocker
Muc

Cot O dia
Cot Bao vé

Cot Khéa

Cot Trang thai

Cot Tién do giai ma (%)

N4 Tat BitLocker (tat ca)

Hop Pang tai dir liéu + nut
X Huy thao tac

Dong Cap nhat: HH:MM:SS

Nut X (déng)

Tac dung

Chré(C:, D:..)

Trang thai bao vé, gilt
chir tiéng Anh cla
Windows

O ¢ doc dugc khong

Trang thai méa hoa, da
dich sang tiéng Viét

Phan tram da giai ma

Giadi ma han moi &
dang md& khoa ma
chua gidi ma xong

Poc lai trang thai ngay

Hién khi dang doc
trang thai

Gig doc trang thai gan
nhat

Pdng ctra s6, man hinh
chinh kiém lai BitLocker

Ghi chu

C4 thé c6 dong dang \\?\Volume{..} : phdn vung an
khéng cé chit 8, binh thudng.

On = dang baové - Off = da tat, dang giai ma hoac tam

ngung - Unknown = & dang khoa

Unlocked = doc dudc- Locked = phai md khoa trudc

P3 tat (giai md xong) - Pa md hda (100%) - Pang
ma héa (x%) - Pang giai ma (x%)
(x%)

- M3 héa tam dung
- Gidi md tam diung (x%) -tréng khi & khoa

Chi hién khi dang hoac tam dirng giai ma

Tudng duong Iénh manage-bde -off .Bd qua 6 khoa. Hoi

xac nhan trudc khi lam.

Dung sau khi vira ma khoa 8, cam thém 6, hodc khéng
muén chd luot tu lam mdi.

Bam Huy thi bang ghi "@ Da hly - bdm "Lam méi" dé€ doc

lai.

Bang tu doc lai khoang 20 giday mot lan.

Khéng dirng viéc giai ma: Windows van giai ma tiép, ké ca
khi tat tool hay khai déng lai.

Dong BitLocker 6 man hinh chinh chi tinh lai khi mé tool va khi déng cira sé6 Tat BitLocker. Dong clra s6
lGc 8 con dang gidi ma thi dong van dé va khéng tu chuyén xanh khi gidi ma xong. Mudn cap nhat, mé& lai nit

roi dong, hodac md lai tool.

Théi gian giai ma (tham khao): SSD 256-512 GB thudng 15-60 phut; HDD 1 TB ¢4 thé 24 gid. © chi m3 hoé
phan da dung (kiéu Device Encryption) nhanh hon.



5. Kiém tra két qua

Trong clfa s6 tool: moi & Pa tat (gidi mad xong) , cOt Bdo vé Off , cOt Khda Unlocked .

Bam - "Khéng cé & nao dang bat BitLocker."

Man hinh chinh: « BitLocker: dang tat (ch{ xanh).

Bang Windows: m& CMD quyén quan tri, gd manage-bde -status.M®oi 8 phai c Conversion Status:

Fully Decrypted va Percentage Encrypted: 0,0%.

Windows 11 Home: Settings — Privacy & security — Device encryption = Off.

6. Loi thudng gap va cach xu ly

Hién tudng / thong bao

Hop BitLocker: "Khong tim thay
PowerShell/cmdlet Get-

BitLockerVolume. Hay chac chan
BitLocker c6 san trén hé théng."

Bam nat ma vai giay khong thay
gi (méay nang cé thé hon 1 phut)

"C6 1 8 dang KHOA: D: ... © dang

khoda thi Windows chua doc dugc

noéi dung nén KHONG thé tét
BitLocker..."

"Da gui lénh cho 1 6. X KHONG
tat dugc: C: (ma 16i 1) Thudng
gap khi 6 dang khéa, 6 chi doc,
hoac chinh sach BitLocker cua
cbéng ty khdng cho tat..."

"Khéng co6 6 nao dang béat
BitLocker."

Bang chi cé dong "Khdéng phat
hién 6/hodc BitLocker chua bat"

Dong man hinh chinh van do "6
dang KHOA/ma héa: D:" sau khi
da bam tat

Bang hién Giai m&@ tam dung
(x%) , phan tram ddng yén

Nguyén nhan

Windows ban rat gon (“lite"),
PowerShell hdng, hoac méi
trudng thiéu module
BitLocker.

Tool dang kiém tra
PowerShell trudc khi ma clira
6, budc nay khéng co
théng béo cha.

O dit liéu khoa bang mat
khau, hodc mat tu m& khoa
(Windows cii bi cai lai, 6 cdm
tU may khac).

@@ O C: dang gitr khoa tu mé&
cho 6 dit liéu khac. (b) Chinh
sach cong ty (Group Policy /

Intune) bat budc ma hoa. (c)

& bi kho4 lai gitra chiing. (d)

O chi doc hoéc 16i.

Moi 6 da giai ma xong. Day
la két qua dung.

Windows khéng tra vé &
nao. Trén Windows binh
thudng nghia la may khong
ma hoa.

O con dang giai m3; dong
nay chi tinh lai khi dong ctra
s6 Tat BitLocker.

Windows tam dung chuyén
déi (8 16i doc/ghi, hét ché,
hodc c6 ngudi tam dung).

Cach xtr Iy

Tat bang tay: Control Panel — BitLocker Drive
Encryption — Turn off BitLocker, hoac CMD

quyén quan tri manage-bde -off C: (lap cho
ting 6), theo ddi bang manage-bde -status .

Chg, diing bam lién tuc. Pdng bt chuang trinh
nang.

Lam theo muc 3.2. Hodc CMD quyén quan tri:
manage-bde -unlock D: -RecoveryPassword

<khod 48 s&> . Rdi bam Lam mdi va bam lai nat.

(@) CMD quyén quan tri: manage-bde -

autounlock -clearallkeys C: roi bam lai. (b)
Hoi IT cdng ty clia khach, khéng tu g& chinh sach.
(€) M& khoa, Lam mdi, bam lai. (d) Xem manage-

bde -status, kiém tra stc khoé 6.

Khong can lam gi. Pong clfa s6 d€ dong trang thai
chuyén xanh.

Néu dang & WinPE, dling tin dong nay: hay tat
BitLocker trong Windows trudc khi vao WinPE.
Kiém lai bang manage-bde -status .

M4 lai clra s6, chg Pa tat (gidi ma xong) , roi

déng cua sé.

CMD quyén quan tri: manage-bde -resume D: .
Van ding thi kiém tra stic khoé 6 (SMART,
CrystalDiskInfo) trudc khi lam gi tiép.



Hién tuong / thong bao Nguyén nhan Cach xr ly

Bang hién bang md héa (x%) Windows vlra tu bat md hod | Bam [EIR:LIRe GRIERE)N: 6 nay van dudc tat.
(Device Encryption) hoac c6 | Theo dbi t6i Pa tat (giai ma xong) .
ngudi vira bat.

Bang Cai Win cuia tool bao "0 Con 6 chua gidi ma xong. Dung nut nay tat hét, ché giai ma xong 100% roi
dang ma hoa (BitLocker / Device tao job lai.

Encryption)” ... "Chua tao job,

chua dung 6 dia."

Windows 11 Home: tool khéng Ban Home dung "Device Settings — Privacy & security — Device

tat dugc hodc khéng thdy 6 Encryption™. encryption — Off, chG xong. Lay khod &
https://aka.ms/myrecoverykey trugc.

Méy da hién man hinh xanh D3 d6i BIOS / Secure Boot / Nhap khoa 48 sé (lay theo muc 2). Vao dudc
BitLocker recovery "Enter the TPM / th(r tu boot / thay & Windows thi ding nut nay gidi ma han réi méi lam
recovery key for this drive" khi BitLocker con bat. Nut tiép. Khdng cé khoa thi dir liéu 6 d6 khéng clu
nay khéng cltu dugc & budc | dudc.
nay.

7. Luu y an toan

* Luu khoa phuc ho6i 48 s6 cua khach truéc khi lam bat cir gi. Tool khong tu sao luu khoa.

* Hoi khach truéc khi tat. May cong ty ¢ thé bat budéc ma hod, tat ma khéng hoi la vi pham chinh sach cla
ho. Giao may xong nhac khach cé thé bat lai (Control Panel — BitLocker — Turn on, hoac Device encryption
- On).

* Giai ma khéng lam mat dir liéu, nhung 1a thao tac dai trén toan &: cam sac; 6 ¢ dau hiéu hong thi sao
luu dir liéu trudc.

* Chua giai ma xong 100% thi chua dudc cai lai Windows, ghost, chia hoac co gian 6, déi BIOS, xoa TPM,
thao 6.

e O khoa ma khach khéng cé mat khau 1an khoéa 48 s6: khéng thir format hay xoa phan ving dé "mé". D
liéu sé mat vinh vién. Bao khach trudc.

Luu y: Chi can cp nhat BIOS mét Ian ma khong mudn giai ma ca 6: CMD quyén quan tri manage-bde -
protectors -disable C: -RebootCount 1 (tam ngung cho 1 lan khéi dong). Khéng dung cach nay khi
thay d&i lau dai chudi khdi déng (cai Linux song song, d6i MBR sang GPT): sau lan kh&i déng d6 may lai
doi khoa 48 s6. Nhiing viéc dé phai gidi ma han bang nat nay.

8. Cau hoi thudng gap

Héi: Tat BitLocker c6 méat dir liéu khong?

Dap: Khéng. Windows giai ma tai cho, dir liéu gilr nguyén. Chi nén sao luu trudc néu 6 c6 ddu hiéu hong.
Hoi: Bong tool gilra chung thi sao?

Dap: Windows van giai ma tiép, k& ca sau khi khai dong lai. M& lai nat dé xem phan tram.

Hoi: Bam lai nut khi 6 dang giai ma da thi c6 sao khéng?

Pép: Tool van hdi xac nhan vi 6 chua giai ma xong. Bam No la dugdc, khéng can gui [énh lai.



Hoi: Sao khéng cé nat chon tiing 6?
Dap: Nt nay ludn tat tit ca 6 dang ma hoa. Muén tat riéng mét 6, dung CMD quyén quan tri manage-bde -
off D: .
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