HUGNG DAN CHUC NANG 01 - thanhd v2026.10.3.103

O Thiét Iap Windows

Gom viéc chinh gi&, Explorer, file &n, ngu déng, bdo mat/tudng Ilra, tai khoan ngudi dung va
domain/workgroup vao mét cta sé, tu doc dung trang thai may trudc khi cho ban chinh.

Vi tri Tab @ Chlc ndng — nhom I Hé théng — nat e ST AETRWT T [0S

Chay & Windows (khéng dung trong WinPE)

Can c6 Quyeén quan tri (tool tu xin quyén khi md&) - Mang chi can khi gia nhap domain

Mirc rui ro Cao & cac muc XOA USER / XOA PROFILE / Xéa Pass / Dat Mat Khau (méat dit liéu hodc

mat khau da luu, khéng hoan tac) — cac muc con lai Thap/Via va hoan tac dugc bang
2 nut ] Mac dinh

Thgi gian 2-3 phut cho méi viéc nhd, co thé téi 15-20 phut néu 1am hét ca 4 khu (bao mat, thiét
Iap nhanh, user, domain)

1. Gidi thiéu

May vura cai Windows xong (hoac may khach mang t&i) thudng can chinh cung mét loat th: mui giG Viét Nam
va kiéu ngay dd/MM/yyyy , Explorer m& thang This PC, hién file 4n va dudi file, tdt ngl déng cho d& tén 6 C,
chinh thai gian tu ngy, tao tai khoan cho nhan vién, xoa tai khoan ct, dua may vao domain cong ty. Lam tay
phai di qua Settings, Control Panel, Folder Options, quan ly user, cdu hinh nguén, System Properties... mat
nhiéu thai gian va dé sét viéc.

NUt ndy ma clra s6 © Trinh cau hinh Windows, gom tat ca vao mét man hinh, chia 4 khu:

¢ ¢ Bao mat & Tudng Ira.

* Thiét lap nhanh (gig, Explorer, file an, ngli déng, ché d6 ngi/man hinh/nguén...).

e 2 Quan ly User (local) kem khung nhét ky va dong Trang thai.

* Hang cudi: @ Thiét Iap mang va 6 [ Domain (bé tick = Workgroup).

Diém dang gia nhat: khi md ra, clra s6 doc trang thai that cia may roi tu tick san va té chir xanh la nhiing
muc dang bat. Nhin vao la biét may dang thé nao, khong phai doan.

Chirc nang nay khéng lam: khéng cai phan mém, khéng tu déng hoa domain theo kich ban cé san, khéng tao
tai khoan Microsoft (chi tao/sura tai khoan local).

2. Truéc khi bat dau

* Pang & Windows, dang nhap bang tai khoan that cua ngudi dung may: cac muc Explorer, kiéu ngay, ban
phim ghi vao ho so clia ngudi dang ngo6i may. Néu tool dang chay dudi quyén clia mét admin khac, tool
van ty tim ding ho sc clia ngudi dang dang nhap dé ap dung.

* Tool can quyén Administrator. Binh thudng tool ty xin quyén khi md&; néu bao thiéu quyén, chuét phai file
tool — Run as administrator.

e Clra s6 m& cham vai gidy t6i vai chuc gidy vi phai doc mét loat thong tin may (trang thai bao mat, nguén
dién, danh sach user) trudc khi hién. BAm 1 1an réi chg, dirng bam X hay bam lai nhiéu [an.



* Trudc khi xoa user / xoa profile: hoi khach trudc, sao luu Desktop/Documents/Downloads cla user do
bang nut sao luu dir liéu riéng cda tool.

e Trudc khi dat lai mat khau / xoa mat khau: néu khach con nhé méat khau thi dé khach tu déi. Néu budc
phai dat lai, sao luu trinh duyét trudc bang nat sao luu trinh duyét riéng cda tool.

* Trudc khi gia nhap domain: can tén domain (vi du congty.local ), tai khoan domain c6 quyén join may, va
card mang dang dung DNS ctua may chd domain. Windows ban Home khéng gia nhap domain dugc — day
la giGi han cua Windows, khéng phai cua tool.

Luu y: Ré chudt |én dong chr xanh dugi nhém Bao mat, tool gidi thich quy udc: chit xanh la nghia la muc
d6 dang bat hoac da ap dung san trén may.

3. Cac budc thuc hién

3.1. M& cira sé va doc trang thai may
1.0 tab @ Chirc nang, nhém B Hé théng, bam EECIRINEAEIRNLT .

Ban sé thay: tool doc trang thai may trong vai gidy, réi mé clta s6 © Trinh cau hinh Windows véi 4 khu
nhu mo ta & muc 1.

2. Boc dong chit nghiéng xanh dudi nhom Bao mat.
Ban sé thay: dong nhéc "chif XANH LA = dang bat / da 4p dung san trén may nay" — quy udc dung chung
cho nhdm Bao mat va nhém Thiét 1ap nhanh.
3. Nhin [an lugt 5 hang nhém Bao mat va cac 6/nut nhom Thiét lap nhanh.
Ban sé thay: mdi hang/6 da dugc tick hodc td6 mau ding theo may that, khédng can doan may dang & trang
thai nao.
3.2. Nhém €@ Bao mat & Tuéng lira
M&i hang c6 2 nat chon Bat / Tat, dugc chon san ding theo may.
1. Chon lai Bat/Tat cho hang can déi (Théng bao Windows, UAC, SmartScreen, Tudng Ilra, Security Alerts —
xem y nghia tung hang & muc 4).
Ban sé thay: nit chon d6i mau theo lua chon mdi, chua co6 gi 4p dung vao may.
B2 Ap dung |
Ban sé thdy: dong Trang thai bdo 4 D3 ap dung N thay déi bdo mat: .. néu cé doi, hodc Khéng cé muc
bao mat nao thay déi - may da ding nhu dang chon. néu khong déi gi.
3. Néu vira tat UAC, doc hép thong bao hién ra.
Ban sé thady: hép nhac ban can dang xuat hoac khéi déng lai dé thay ddi UAC co hiéu luc that.

4. Muon tra ca 5 hang vé ding mac dinh Windows, bam (NGt dau tién, bén trdi nhdm Bao mat)
- Yes.
Ban sé thay: hdp xac nhan liét ké 5 dong sé d6i; chon Yes xong, dong Trang thai bdo 4 Pa tra 5 muc vé
mac dinh Windows. keém nhac riéng UAC can dang xuat mdi co hiéu luc.

5. Néu ban (hodc phan mém khac) vira déi gi & Settings/Group Policy trong lic clra s6 van md, bam

B boclai |

Ban sé thay: ca hai nhém Bao mat va Thiét lap nhanh doc lai ding trang thai that hién tai.



Luu y: Mudn bat lai UAC cho ding chudn Windows, nén dung nut - MYEIR UM clla nhom Bao mat thay
vi chi chon Bat + Ap dung — cach sau chi bat mot phan clia UAC.

3.3. Nhom Thiét lap nhanh

:EM © Dit gis GMT+7 + Dinh dang dd/MM/yyyy |
Ban sé thay: n(t d6i thanh EVAEREIRe[eRel AR Aae 11 U WA (E LK CROW chir xanh, ddng hd gbc phai
taskbar d6i sang ki€u ngay dd/MM/yyyy . B&m lai ndt nay chi tra ki€u ngay vé M/d/yyyy , gitt nguyén mai
gio.

. Chon 6 12h (AM/PM) hoac 24h canh nhan "Gid hé théng:".
Ban sé thay: dong ho taskbar déi ki€u hién thi ngay khi bam.

. Tick 6 Mé File Explorer mac dinh la This PC néu muén.
Ban sé& thay: lan m& Explorer méi (thf bdng phim Windows + E) s& vao thang This PC thay vi Quick access.

. Muén Explorer hién file/thu muc an, hién dudi file va 6 tick chon item, bam .
Ban sé thay: hdp Hién file an xac nhan da bat ca 3 th —» OK; Explorer kh&i déng lai nén taskbar mat vai

gidy roi hién lai; nat déi thanh RVAERNELRIEEN(E MK CEWN. Bam lai nat nay dé an lai nhu mac dinh

Windows.

. Muén giai phdng dung lugng 6 hé théng, bam nat ngt déng (vi du -
doc k§ hép canh bao — Yes.
Ban sé thay: tool tat ngli déng va xoa file hiberfil.sys , bdo da gidi phong bao nhiéu dung lugng; nit doi
thanh VAN ELETEREICENNCREIAEN M. Luu v viéc nay cling tat luon Fast Startup, may khai dong cham
han vai giay.

. Muén chinh thai gian tu ngu/tat man hinh hoac ché dé ngudn (laptop), bam
SN WAV ERN N ARGl — xem chi tiét & 3.3.1 dudi day.
. Xong viéc, muén tra nhém nay vé mac dinh Windows (khéng dung mui gid, ki€u ngay, kiéu gié 12h/24h
va ban phim), bam -RYECHUM (nGt thd hai, canh nat Sleep - Power mode) — Yes.
Ban sé thay: Explorer kh&i dong lai, dong Trang thai bdo 4 3 tra nhém Thiét 1ap nhanh vé mic dinh

Windows.

A Canh bao: C6 2 nat cung chir [l -EYEMCTILN trong clng clra s6: mét & nhdom Bao mét (bén trai), mot &
nhom Thiét 1ap nhanh (bén phai, canh ndt Sleep - Power mode). Nhin ky vi tri trugc khi bam.

3.3.1. Clra s6 con 2 Sleep - Power mode

1. Trong nhém [ Thé&i gian Ngu - Tat man hinh, baim EUREETER AR GUR(GER LR )M NEU
mudén may khong bao gid tu ngd/tat man hinh (hgp cho may chay phan mém cham céng, may ghi hinh
camera).

Ban sé thay: dong Trang thai bao da tat cho ca khi cam sac va dung pin.

2. Muén tra lai mac dinh Windows (man hinh tat sau 10 phat cam sac / 5 phat dung pin, may ngd sau 30 / 15
CLVIIMCEINE B Bat mac dinh Windows (Man 10/5 - Ngu 30/15 phat) §

3. V@i laptop, 8 nhom 4 Ché dé nguén laptop (Power mode), doc dong xanh duagng béo nguén dang
dung (cam sac hay dung pin), réi tick 6 pht hgp 3 hang ¥ Cam sac: hodc [ Dung pin: (Chay hét céng
suat / Binh thuéng / Tiét kiém pin).



4.

Ban sé thay: tick 6 cla nguon dang dung thi ap dung ngay; tick 6 ciia nguén kia thi luu lai, c6 hiéu lyc khi
cam/rudt sac.

Déng clra s6 con dé quay lai ctra s6 chinh.

Luu y: Power mode chi hoat dong trén goi nguon Windows Balanced. Néu may dang dung géi nguén
khac, tick mét 6 la tool tu chuyén may sang Balanced.

3.4. Quan ly User (local)

1.
2.

7.

DPoc dong xanh duong dau nhém User dang login: .. dé biét dang chay tool bang tai khoan nao.

Mun tao nhanh mét tai khoan quan tri, bam (R RL LA nhap tén (t5i da 20 ky tu, khong ky tu déc biét)
- OK.

Ban sé thay: tai khoan mai (mat khau tréng) dugc thém vao nhom Administrators va bat san "Password
never expires"; cfa s6 dung lai, tai khoan mdi c6 trong bang.

. Muén déi tén hién thj cia mét tai khoan (tén hién & man hinh dang nhap va Start), bdm ,

chon user & danh sach bén trai, nhap tén mdi & 6 bén phai —» B EEHECNIER TN,
Ban sé& thay: chi tén hién thi d6i, tén dang nhap va thu muc ho sa clia user khéng dai.

. Muén tao tai khoan thuang (khong phai admin) cho nhan vién, bam , nhap tén — Enter.

Ban sé thay: tai khoan mai (mat khau tréng, tu bat "Password never expires”) xuat hién trong bang sau khi
clra s6 dung lai.

. V&i mbi tai khoan trong bang, tick cot can déi: Active, Disable, Admins, Never Exp, X6a Pass, XOA USER,

XOA PROFILE (y nghia tung c6t & muc 4).

Ban sé thay tuy tinh huéng:

o Né&u tick XOA USER ma quén tick XOA PROFILE: hop hdi cé xoa ludn di liéu cla ho khong.

o N&u c6 xo4: hép XAC NHAN XOA ghi ré "Hanh déng nay KHONG THE HOAN TAC" kém danh sach tai
khoan/profile sé xod — doc k¥ trudc khi chon Yes.

© Né&u tick Xéa Pass: hop canh bao riéng (mac dinh No) liét ké nhitng gi khach s& mat (mat khau trinh
duyét, Credential Manager, file ma hoa, mat khau Outlook).

o Khi dang xoa: hop tién trinh hién ra, c6 nit IR ERETN.

o Xong: khung nhat ky ghi tiing viéc da lam, dong cudi bao da thuc thi xong cho tat ca user; clra sé dung
lai.

Muén doc lai danh sach user ma khéng déi gi (vi du vira tao/x0a user bang cach khac), bam

Lam MG&i Danh Sach |

. Muén dat lai hodc xod méat khau clia mét tai khoan, bam EEEMVELGETM chon user — doc ki hdp canh bao

(mac dinh No) — néu van tiép tuc, nhap mat khdu mdi (dé tréng = xo4 mat khau).
Ban sé thay: khung nhat ky bao da dat/xod mat khau cho tai khoan dé.

A Canh bao: XOA USER, XOA PROFILE, Xéa Pass va Dat Mat Khau déu khong hoan tac dudc. Doc ki

danh sach tén trong moi hop xac nhan trudc khi chon Yes.

['OK] Tool c6 san may I8p chan an toan: khéng cho xoéd/ha quyén chinh tai khoan dang chay tool, khéng
cho x04 tai khoan dung san ctia Windows (Administrator/Guest...), va khdng cho ha quyén/tat quan trj vién
dang bat cudi cing cia may — dé may khéng bao gid mat hét nguai quan tri.



3.5. Domain / Workgroup
1. Muén déi IP tinh/DNS trudc khi vao domain, bam EERLIEREPIUELEN G hang cudi clfa s6, dién thong tin
roi ap dung.
2.Doc dong Hién tai: Workgroup WORKGROUP (hodc Hién tai: Domain ..) canh & [l Domain (bé tick =
Workgroup) dé biét may dang & dau.
3. Pang & workgroup, muén gia nhap domain: tick 6 fJi Domain, nhap tén domain, tai khoan domain cé
quyeén join may va mat khau vao hop hién ra - bam 4 Thuc hién.
Ban sé thay: néu thanh cong, khung nhat ky bao da gia nhap domain (c6 xac minh lai) va nhac can khéi
doéng lai may dé hoan tat.
4. Dang & domain, mudn chuyén vé workgroup: bo tick 6 i Domain, nhap tén workgroup muén dung (va tai
khodn domain néu muén xod may khai Active Directory) — xac nhan.
Ban sé thay: tuang tu, khung nhat ky bao két qua va nhac khdi déng lai néu thanh cong.

5. Khai dong lai may dé viéc déi domain/workgroup c6 hiéu luc day du.

A Canh bao: Trudc khi r&i domain, hay tao san mét tai khoan admin local (nat +
) dé chac chan van dang nhap dudc sau khi rgi — tai khoan domain sé khéng dang nhap
dugc nifa.

4. Giai thich cac muc trong cira so

Nhém € Bao méat & Tudng lira— mobi hang chon Bat/Tat roi bam mdi cd hiéu luc:

Hang Tool dai gi Khi nao c6 hiéu Céach tu kiém tra

luc
Thong béo Bat/tat thong bao hé théng clia tai khoan | Ngay (vai ing Settings — System —
Windows (Toast) dang dang nhap dung can dang Notifications

xuat)
UAC (Yéu cau khdi Bat/tat User Account Control Can khai dong lai Chay mét chuong trinh can
dong lai) hoac dang xuat quyén admin: c6/khéng hién

hop UAC

SmartScreen (Ung Bat/tat canh bao SmartScreen khi ma file | Sau khi khai déng Chay mét file .exe mdi tai tu

dung & Explorer) la lai Explorer/dang mang: co/khong hién canh
xuat bao

Tudng Ira (moi Bat/tat Windows Firewall cho ca 3 kiéu Ngay Windows Security — Firewall

profile) mang (Domain, Private, Public); chi to

xanh khi ca 3 déu bat

Security Alerts Bat/tat canh bao cua Security and Ngay Thong béao clia Security and
Maintenance Maintenance

Hai nut phu:
2l § Doc lai

Nhém Thiét l1ap nhanh:

|- MVEIR M (tra 5 hang trén vé ding mac dinh Windows, khéng xoa cac luat tudng Itra da tao)
(doc lai trang thai that, dung sau khi vira déi gi & naoi khac).



Muc

® Dat gid GMT+7 + Dinh dang dd/MM/yyyy

O 12h (AM/PM) / 24h

O Mé File Explorer mic dinh la This PC

O P6i diu . thanh,

@ Hién file an

O Tat tu dong ting giam d6 sang man hinh

O Xéa ban phim ngén ngir khac (giir lai US)

NUt ngu doéng

2z~ Ngu / Man hinh / Power mode
|- W ETCIT M (nut th hai)

Bamy/tick thi lam gi

Dat mui gid Viét Nam va kiéu ngay
dd/MM/yyyy

Dai ki€u hién thi gi, ap dung ngay

Explorer m& thang This PC

Da6i dau thap phan hé théng

Hién file/thu muc &n, hién dudi file,
hién 0 tick chon item; khai déng lai
Explorer

Tat cam bién sang ty ddng cho ca
cadm sac va pin

DG6i bd g ciia moi ngdn ngl vé ban
phim US, giit nguyén danh sach
ng6n ngir hién thi

Tat/bat ngl déng va file
hiberfil.sys ; tat dong thdi tat Fast
Startup

MG clfa s6 con chinh thai gian ngu/tat
man hinh va Power mode

Trd cd nhdm nay vé mac dinh
Windows

Ghi chu

Bam lai khi da xanh chi
tra kiéu ngay, gitr mui gio
O dugc chon sin theo
may

Kiém bang Windows + E

Anh hudng Excel, phan
mém ké toan — hoi
khach trudc

Bam lai khi da xanh dé an
lai nhu mac dinh

Chi c6 tac dung trén
laptop c6 cam bién sang

Bo tick khéng khoi phuc
lai dugc bang tool

Hop nhat véi mady RAM
[&6n + 6 SSD nho

Xem muc 3.3.1

Khéng dung mtui gig,
ki€u ngay, kiéu gig, ban
phim

Nhém £ Quan ly User (local) — bang méi hang la moét tai khoan, tai khoan admin hién ddm mau kém

[ADMIN] :
Cot/nut
Active
Disable
Admins
Never Exp
Xoa Pass
XOA USER

XOA PROFILE

PaGi tén hién thi

Y nghia khi bam THUC THI
Bat lai tai khoan dang bi tat

V6 hiéu hoa tai khoan dang bat

Bat "mat khau khéng hét han" (bo tick khéng tat lai dugc)

Dat mat khau tréng bang quyén admin — c6 hép canh bao riéng

Tick thém = ndng Ién Administrator; bé tick trén admin = ha xuéng Standard User

Xo4 tai khoan khdi may; néu khong tick kém XOA PROFILE, thu muc hd so van con
Xoa sach dau vét: thu muc hoé sg, thung rac riéng, anh dai dién, tac vu hen gid lién quan
Tao tai khoan quan tri mai, mat khau tréng, tu bat "méat khau khéng hét han"

Chi d&i tén hién & man hinh dang nhap/Start, khong déi tén dang nhap



Cot/nut Y nghia khi bAm THUC THI

Doc lai danh séch user, khéng déi gi

IR TCAERINEL M MG clia s6 dat IP tinh/DNS; 6 fJl Domain (b6 tick = Workgroup) phan anh
dung trang thai may, tick/bo tick sé hoi thong tin can thiét roi gia nhap domain hoac chuyén vé workgroup.

Tao tai khoan thudng, méat khau tréng

Ap dung moi thay déi da tick trong bang, c6 hdi xac nhan trudc khi xoa

Dat lai hoac xod mat khau mét tai khoan, c6 hép canh bao riéng

Hang cuoi:

Khung nhat ky va dong Trang thai: moi thao tac ctia 2 nhom trén va cia domain dugc ghi vao khung nhat ky
trang, mdi dong co gid. Dong bat dau bang két qua t6t 13 da lam xong va da kiém lai; dong canh béo la 1am
dugc mét phan hodc can cha y; dong 16i 14 khéng lam dudgc, kém ly do ngay trén dong dé. Dong Trang thai:
phia dudi tém tat két qua thao tac gan nhat.

5. Kiém tra két qua

* Nhém Bao mat/Thiét Iap nhanh: mau xanh la trén nGt/6 chinh la dau hiéu da ap dung ding. Bam
néu vira doi gi & nai khac dé chac mau dang dung.

® Gid/ngay: nhin déng ho taskbar.

* Explorer ma This PC: thir bang Windows + E.

* Hién file an: ma Explorer, xem c¢6 thay file an va duéi file khéng.

* Ngu déng: ma& 6 C, xem file hiberfil.sys con hay da mat.

* Tudng Ira: Windows Security — Firewall & network protection, hodc Iénh netsh advfirewall show
allprofiles (CMD quyén quan tri).

e User: bam dé chac bang phan anh ding tai khoan hién cé trén may.

® Domain: dong Hién tai: .. canh 6 Domain, hoac System Properties — Computer Name sau khi kh&i dong
lai.

6. Loi thudng gap va cach xur ly

Hién tudng / thong bao Nguyén nhan Cach xr ly

Bam nut xong vai chuc gidy chua Clra s6 phai doc nhiéu trang thai Chg. Khong bam lai, khong bam X lién tuc
thay clra s6, hodc clra s6 hién ra may trudc khi hién; may yéu hoac

chua vé xong han dang tai nang thi lau hon

" A, UAC da dugc TAT." nhung UAC chi c6 hiéu lyc that sau khi Khd&i dong lai may. Néu app Store hdng:
dang xuat roi van con hoi UAC; sau | khéi dong lai; khi UAC tat han, bam M =MV E1:1M nhom Bao mat — Yes
khi khai déng lai thi Calculator, Windows c6 thé chdn (ing dung - khdi dong lai

Photos, Store khdng ma dugc Store

Chon T4t/Bat tudng Itra, bam Ap Tudng Itra dang bj Group Policy Kiém bang netsh advfirewall show
dung thay bao da ap dung nhung hodc phan mém diét virus khac allprofiles ; tdt phan quan ly tudng Ira
nat chon tu nhay vé nhu ci quan ly trong phan mém diét virus, hoac hdi IT néu

may thuéc domain cong ty



Hién tuong / thong bao

Bao "Chua tat dugc ngu déng" kém
ma 16i

Bao "Chua bat dugc ngu déng”
kém ggi y ki€m bang lénh
powercfg /a

Bam BRNGIELRilEM hodc
|- M ETCITLM (Thiét 1ap nhanh):
taskbar bién mat vai giay

Hép bao khéng chuyén hét ducc
b6 gb vé ban phim US, kém hudng

dan lam tay

“Tén user khong hgp 1é: téi da 20 ky
ty, khéng chira cac ky tu dac biét"

Bao "Khong thém dugc vao
Administrators" hoac "Khong bat
dugc mat khau khong hét han”

Bao "KHONG dat dugc mat khau"
hoéc "KHONG xda dudc mat khau"

Sau khi dat lai mat khau, khach mat
hét mat khau da luu trong trinh
duyét, Outlook hoi lai mat khau

B4o "KHONG ha quyén dugc — day
|4 tai khoan DANG DUNG" hoéc "...
quan tri vién BANG BAT CUOI
CUNG cua may"

Bao "Bé qua: day chinh la tai khoan
dang dang nhap va dang chay tool"

Bao "Bo qua: day la tai khoan dung
san ctia Windows"

B4o "tool dang KHONG chay béng
quyén Administrator nén khong
xda dugc”

Sau khi xo4, bao "Con sot" moét thu
muc va da hen xoa luc khdi dong
lai

Nguyén nhan

Chua chay tool bang quyén
Administrator, hodac may bi chinh
sach (Group Policy/phan mém
quan ly) khod muc ngu dong

Phan cling hoac driver d6 hoa
khéng hé trg ché dé ngu doéng

Binh thuong — Explorer ty khdi
dong lai

Mot ngén ngr c6 bé go khéng g
dudc qua céng cu hé théng, hodc
khéng doc dugc danh sach ngon
ngt

Tén vi pham luat dat tén tai khoan

Windows

Thiéu quyén admin, hodc tén trung
mot nhém/tai khoan domain

May c6 chinh sach mat khau
(thudng gap & may domain hoac
may da siét bao mat)

Dat lai mat khdu bang quyén
admin lam Windows khéng md
dugc kho mat khau ci clia user

Chét an toan: tool khédng dé may
mat hét quyén admin

Chét an toan — khéng tu xoa
dudc chinh minh

Chét an toan — tranh lam héng
may

Thiéu quyén

Cé tién trinh/dich vu con gitr file
trong thu muc ho so

Cach xr ly

Chay tool bang Run as administrator. May
coéng ty: hoi IT

Chay powercfg /a xem dong Hibernate;
khéng hé trg thi bo qua

Cha vai gidy. Néu qua lau khéng hién lai:
Ctrl+Shift+Esc — File = Run new task —
explorer.exe - Enter, hodc dang xuat

roi dang nhap lai

Lam tay theo dudng dan trong hop:
Settings > Time & language > Language >
(tng ngdn ngi) > Options

Dat tén ngan, khdng dau, khéng ky tu dac
biét

Chay tool bang quyén admin; d&i tén khac
néu trung

Dat mat kh3u du dai va phuc tap, hoac
kiém chinh sach mat khau ctia may

Khong lay lai dugc tri khi ¢6 ban sao luu
trinh duyét tir trudc. Ludn sao luu trinh
duyét trudc khi dat lai mat khau

Tao/bat mot admin khac trudc (

BT dang nhap bing ti khoan

do réi mai ha quyén tai khoan ci

Dang nhap bang mét tai khoan admin khac

roi Xxoa

Muén tat thi ding cét Disable, khong xoa

Chuot phai file tool — Run as administrator,
lam lai

Khdi dong lai may dé xoa nét; néu van con
sOt, x0d tay cac thu muc dugc liét ké



Hién tuong / thong bao

Chi tick XOA USER (khong XOA
PROFILE), sau d6 thu muc ho so
van con va chiém dung lugng

"Khéng gia nhap domain dugc"
kém 16i cla Windows

Hép bao mat khau chita dau nhay
kép chua hé trg, hodc thi€u théng
tin tai khoan domain

Dong "Khdéng doc dudc trang thai
mang" canh 6 Domain

Clra s6 Sleep - Power mode béo
may khong c6 Power mode, hoac
khéng déi dugc Power mode

Da déi thiét 1ap & Settings nai khac
ma mau xanh/é tick trong clfa s8
khéng déi

"D&i tén hién thi THAT BAI"

7. Luu y an toan

Nguyén nhan

Bung nhu thiét ké — ban da chon
gir lai d{ liéu khi dugc hoi

DNS card mang khong tré vé may
chd domain; sai tai khoan/mét
kh&u; tai khoan khéng cé quyén
join; hoac may dang chay
Windows Home

Gidi han cla tool / thi€u théng tin

Dich vu quan ly thong tin hé théng
(WMI) dang 16i

Windows cii, may ban/may khong
hé trg, hodc dang dung géi ngudn
khac Balanced

Clrta s6 chi doc trang thai lic ma
va sau moi thao tac ctia chinh né

Thiéu quyén admin

Cach xr ly

Xoa tay thu muc con sét qua System
Properties — Advanced — User Profiles —
Settings, hodc xoa tay trong Explorer

Dat DNS = IP méy chl domain bang nut
RN <iem fai tai khoan
V@i IT; mdy Home phai nang |én Pro méi
join dugc

Dung tai khoan khac khong cé dau nhay
kép, hoac join tay qua System Properties;
nhap du tai khoan dugc yéu cau

Khai dong lai dich vu Windows
Management Instrumentation, hoac khai
dong lai may

May ban bo qua phan Power mode, chi
ddng 2 nut thai gian ngu. Tick moét 6 sé ty
chuyén géi nguén sang Balanced

Ef] B Doc lai

Chay tool bang quyén admin

Khéng hoan tac dugc: XOA USER, XOA PROFILE (mat han Desktop/Documents/Downloads/AppData ctia
user, ké ca thuing rac riéng). Hoi khach, sao luu di liéu trudce. Poc ki danh sach tén trong hdp xac nhan xoa.
User dang dang nhap sé bi dang xuat ngay, mat dit liéu chua luu.

Mat mat khau da luu: Dat Mat Khiu va cot Xda Pass dat lai mat khau bang quyén admin khién khach mat
mat khau va phién dang nhap da luu trong trinh duyét, Credential Manager, file ma hoa, méat khau email.
Khach con nhé mat khau thi dé khach tu doi; bat budc dat lai thi sao luu trinh duyét truéc.

Xoa ban phim ngén nglt khac khéng khéi phuc dugc bang tool; muén cé lai phai thém tay trong Settings.

Tat UAC, SmartScreen, Tudng IUa, Security Alerts lam may dé nhiém ma déc. Chi tat khi cé ly do rd rang, va

bat lai bang EERYEICMLN trude khi giao may.

Tat ngu déng déng thdi tat Fast Startup. Laptop hay dé qua dém khéng cam sac thi nén gilt ngti déng.
Dai dau thap phan anh hudng cach Excel/phan mém ké toan doc s6. Hoi khach trudc.
Domain/Workgroup: chi lam khi IT bén khach dong y, can tai khoan cé quyén join, va phai khéi dong lai
mdi hoan tat. R&i domain cé thé lam mat quyén dang nhap bang tai khoan domain — tao san mét admin
local trudc.

Tai khoan tao b&i Tao admin/Tao User mdi c6 mat khau tréng. Dat mat khau trudc khi giao may néu may
c6 chia sé mang hoac Remote Desktop.



8. Cau hoi thudng gap

Hoi: Bam - RVETGITM cO x0a ludn user viia tao khong?

Dap: Khéng. Hai nat E=RYECRLN chi tac dong nhdm Bao mat va nhém Thiét 1ap nhanh, khong dung téi
bang User.

Hoi: DAi tén hién thi c6 déi ludn tén thu muc C:\Users\<tén> khong?

Dap: Khong. Doi tén hién thi chi déi tén hién & man hinh dang nhap/Start.

Hoi: Tao user mdi xong, mat khau mac dinh la gi?

Dap: Mat khau tréng. Dung nut néu can dat mat khau cho tai khoan do.

Hoi: May Windows Home c6 gia nhap domain dugc khong?

Dap: Khéng. Bay la gidi han cua Windows Home, khong phai clia tool. Can nang lén ban Pro trd lén.
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