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2» Win — Kali

Xoa han Windows trén & C va cai Kali Linux tu déng hoan toan, véi tai khoan va giao dién dat
san tu trudc.

Vi tri Tab % Nang cao —» nhém £ Linux thay Windows (xo0a 6 C:) — nut
Chay & Windows (khéng dung trong WinPE)
Can c6 Quyén quan tri - Mang Internet néu dé tool tu tai bo cai - TAT Secure Boot trong

BIOS/UEFI trudc khi bam
Mirc rai ro Cao — x0é vinh vién Windows trén & C, khdng hoan tac sau khi Kali chay lan dau

Thgai gian 5-10 phdt thao tac trong clra s8 + 25-40 phdt tool tu cai Kali sau khi khai déng lai

1. Gidi thiéu

Khach 1am nghé bao mat, kiém thir xam nhap, hodc muén moét may chuyén dung Kali Linux — ndt nay déi han
may dang chay

Windows sang Kali. Ban khai tai khoan mét lan, tool tu tai bé cai (hodc dung file ban da cd), tu thu nhé réi xoa
3

C, tu cai theo dung cau trd I5i d3 dat s&n. Cai xong may vao thang man dang nhap Kali véi giao dién da chon,
khoéng

phai tra IGi cau nao trong trinh cai.

Khi nao can dung:

* Khach Iam nghé an ninh mang, pentest, muén may chay riéng Kali.

* May cl, khach khong con can Windows, muén cai sach sang Kali.

* Dung may test/lab Kali nhanh, khéng can USB boot.

Nut nay khéng lam: khéng gilr Windows lai (xo4 hdn 6 C) — muén gilt Windows thi dung o]
nhom

" £ Linux song song Windows". Khéng cho dang nhap bang tai khoan root. Khdng ty chon hé ban ban .iso —
ban phai tu

tai ddng ban hodc dé tool tai ho.

2. Truéc khi bat dau

* DPang chay Windows clia may (khong phai WinPE).

* Vao BIOS/UEFI tat Secure Boot truéc. Bo cai Kali chua dugc Microsoft ky — may con bat Secure Boot sé
bi bang
kiém cla tool chan ngay tir dau.

® Chuan bi file .iso ban "Installer" amd64 (khoang 4,5 GB), tdi & kali.org/get-kali » Installer Images,
hoac
dé tréng 6 bd cai cho tool tu tai. Khéng dung ban "Live" (dung trinh cai Calamares, khdng nhén cau tra I5i



dat
san) va ban "netinst" (~700 MB, bat budc c6 mang suét ltc cai) — tool ty nhén ra va tir chdi ca hai trudc khi
dung
8 dia.

e OCcon tréng it nhat khoang 26 GB (b6 cai tam ~5 GB + t6i thi€éu 20 GB cho Kali).

* D3 sao luu moi dit liéu quan trong trén 6 C — & dir liéu khac (D, E:...) khéng bi dung t&i nhung cling nén cé
ban sao.

* Khéng c6 6 nao khac dang bat BitLocker.

* May 6 MBR (BIOS cii): 6 da c6 tir 3 phéan ving chinh trg 1én sé bi chan (MBR t6i da 4 6, can chira 2 6 cho bd
cai +
Kali) — uu tién dung may UEFI/GPT.

e (Can nhac tat han diét virus trong ltc chay: Kali chifa that cac cong cu nhu mimikatz, powersploit — mét s
hang
diét virus (ké ca Defender & I6p dam may) c6 thé xoa du da loai trir tam, lam hdng bé cai gilra chiing.

A Canh bao: Day |3 viéc XOA HAN Windows trén & C. Hai khach trudc khi lam, va chic chén da sao luu
d{ liéu quan
trong. Qua diém xac nhan cudi cung la khéng con dudng Iui.

3. Cac budc thuc hien

1. O tab % Nang cao, nhém £ Linux thay Windows (x0a & C:), bam .
Ban sé thay: clra s6 " Z» Cai Win v11 — Kali Linux, BO HAN Windows" md ra.

2. Muc 1 — Tai khoan Kali (dat trudc): dién Tén dang nhap (chir thudng), Mat khau, Tén hién thi, Tén
may (hostname). G6 ch{t khong dau.
Ban sé& thay: day |a tai khoan khach sé dung dé dang nhap Kali — Kali khéng cho dang nhap bang root.

3. Muc 2 — B9 cai: dé trong roi bam ERELEIROEGEN d€ tool tu tai ban Installer amd64, hodc bam
trd tdi file .iso da c6 san. Co nit RV LR U RE RS néu can tai tay.
Ban sé thay: tool tu chép dudng dan vao 6 sau khi tai xong; trong lic tai nat déi thanh " @ HUY TAI B
CAI (chua
dung 6 dia)", bAm dugc ngay néu mudn ding.

4. Muc 3 — Giao dién: chon Xfce (mac dinh, nhe nhat), GNOME hoac KDE Plasma. B6 cong cu tan cdng
kali-linux-default ludn dugc cai kem, khong phu thudc giao dién chon.

5. Doc Bang kiém bén phai. Dong bat dau bang X la diéu kién chua dat — x{ ly xong bam .
Ban sé thay: khong c6 dong RAM (Kali khong can nap bo cai vao RAM) nhung cé dong Secure Boot —
dong nay phai
la da tat.

6. (Tuy chon) Bam
chung,

PRI LRGN dE x0a phan ving tam con sét ciia mot 1an cai trude bi ding gilta

néu co.

7.Bam nut dé 2y XOA WINDOWS && CAI KALI NGAY.
Ban sé thay: tool doc lai hd sa may roi hién hop “Xac nhan cai Kali (BO HAN Windows)", in lai moi th



sap lam
— xo0a Windows, gilr D:/E;, tai khoan, gdi cai, chuan may.
8. Boc ky roi bam Yes.
Ban sé thay: hdp th( hai "Chac chan?" hién ra — day la diém khéng hoan tac.

A Canh bao: Bam Yes & hép "Chac chan?" la xac nhan cudi: Windows trén & C chi con séng tdi lan khéi
dong dau
> cua Kali. Doc ky danh sach trugc khi bdm. Muén dung thi bam No.

9. Ba&m Yes dé tiép tuc.

Ban sé& thay: cé thé con hép canh bao riéng vé diét virus (Kali chlra cong cu tan cong that) — doc ky roi tra
|Gi.
Sau d6 tool thu nho 6 C, chép bd cai (vai phut), tao muc khai ddng dung mét [an réi hoi khai dong lai.

10. Béng y khdi dong lai.
Ban sé thay: may khdi dong vao b cai Kali va tu chay hoan toan — khong can bam gi, khong cén dang ky
tai
khoan (da dat & budc 2). Qua trinh mat khoang 25-40 phut, phan I6n thai gian la bung bd cong cu Kali mac
dinh.

11. Chd t&i khi may tu khai dong lai [an nira, vao thing man ding nhap Kali.
Ban sé thay: giao dién da chon & budc 4, g dung tén dang nhap/mat khau da dat & budc 2 (khéng ding
root).

Meo: Windows chua mat ngay sau buéc 9. Tool chi chuan bi réi khai dong lai; Windows chi that su bi
x0a &

lan khéi déng dau caa Kali (sau khi Kali da cai xong va chay dugc). Hong & bat ky budc nao trudce dé, tat
nguodn bat lai la vé Windows nhu ci.

4. Giai thich cac muc trong cira so

Muc Tac dung Ghi cha

Tén dang nhap (chir thudng) Tai khoan khach dung sau khi cai Khong dugc la root — Kali khdng cho
dang nhap root tur ban 2020.1

Mat khau Mat khau tai khoan trén Dung ky tu khéng dau dé khach go
dugc & ban phim kiéu US

Tén hién thi / Tén may Théng tin hién thi + tén may trong Khong bat budc dung chir Windows
(hostname) mang dang dung
Bo cai (.iso) DPudng dan file cai Kali Phai la ban "Installer" amd64; dé tréng
thi bam nut tai dé tool tu 1ay
\[Wid ! Tai Kali tir kho Ty tai ban Installer amd64 va tu dién Nut déi thanh Huy tai trong lc tai
vao 6

N\id @ MG trang tai Kali Mé& trang tai chinh thic Dung khi muén ty tai tay



Muc

Giao dién Kali (Xfce / GNOME /
KDE Plasma)
Bang kiém

N\id & Doc lai may

Nut

~ Don rac bo cai cii

NGt 25 XOA WINDOWS && CAl

KALI NGAY

5. Kiém tra két qua

Tac dung

Giao dién man hinh sau khi cai

Liét ké tung diéu kién may, v dat/ X
chua dat

Doc lai toan bd Bang kiém

Xoa phén ving tam + muc khdi déng
con sét tir [an cai trude bi hong gitra
chung

Nut chay chinh

Ghi chu

Xfce nhe nhat, hgp may yéu; bé céng
cu tan cong ludn cai kém ca ba lva
chon

Khéng cé dong RAM, nhung cé dong
Secure Boot — khac ba ban Linux kia

Dlng sau khi tat Secure Boot hoac don
6C

Chi xoé khi du dau hiéu chac chan la

cla tool

Hoi xac nhan 2 lan trudce khi dung 6 dia

* Sau khi khéi déng lai lan cudi, may hién man dang nhap Kali v&i giao dién da chon.

* Pang nhap bang tai khoan da dat & buéc 2 — vao dugc desktop la da cai ding.

* M4 terminal, go 1sb_release -a thdy ding ban Kali; g6 cat /etc/hostname thdy dung tén may da dat.

e O Dy/E: (nu 6, trén 8 khac) ma dudgc binh thudng tu Kali, dit liéu con nguyén.

6. Loi thudng gap va cach xur ly

Hién tugng / thong bao

"Chua chon file .iso ctia Kali
Linux (Installer amd64)."

"Khong dung tén root — Kali
khéng cho dang nhap bang
root tU ban 2020.1"

"Secure Boot: BAT — bd cai Kali
[..] KHONG dugc ky [...]. Vao
BIOS TAT Secure Boot"

Thiéu file cai c6t 18i, hoac thiéu
goi theo giao dién da chon

"May chua du diéu kién:" kém
danh sach dong X

"® dia nay (MBR) d3 c6 X phan
ving — MBR téi da 4 &"

"A Kali chtta cong cu tan cong
THAT nén diét virus dam may
van co thé xoa du da loai tri"

Nguyén nhan

DE tréng ma mang 16i khién tool
khong tai dugc

GO tén dang nhap la root

B6 nap cua Kali chua dugc Microsoft
ky

Tai nham ban Live hoac netinst

O C thidu dung lugng tréng, Secure
Boot con bat, hoac khéng doc dugc
chuan may

O MBR da dung tir 3 phan viing,
khoéng du chd cho bé cai + Kali

Céc cong cu nhu mimikatz/powersploit
bi nhan dién la phan mém doc hai that

Cach xir Iy

Ki€ém tra mang hoac tu chon .iso ban
Installer cé san

bat tén thudng (vi du khach, thanhd)

Vao BIOS/UEFI tat Secure Boot, réi bam
B Doc lai may

Dung dung ban "Installer amd64" tu
kali.org/get-kali

Don 6 C / tat Secure Boot, roi

B Doc lai may

GOp/x0a bét phan vung du, hodc dung may
UEFI/GPT

Tat han diét virus (khdng chi loai trl) trong
[Uc chay



Hién tuong / thong bao Nguyén nhan Cach xr ly

"Diét virus da xoa géi cai Kali Diét virus xoda gdi cai sau khi tool da Tool tu don phén viing — tat diét virus roi
khoi bo cai vira chép” chép xong lam lai

"Sau khi thu nho, ché tréng File hé théng Windows nam cudi 6, Chéng phan manh 6 C, don bét dit liéu, roi
chlra cho Kali chi ~X GB (can it | khong thu nhé dugc thém thar lai

nhat 20 GB)"

Méy diing im & man hinh cai B& cai dang chay nén (binh thudng v6i | Chd thém; néu van ding rat lau, tat ngudn
qua 45 phut may yéu) bat lai la vé Windows nhu ct (vi muc khdi

doéng chi dung mét lan)

7. Luu y an toan

e Hop "Chac chan?" |3 diém KHONG HOAN TAC duy nhat — Windows trén 6 C mat vinh vién ngay sau khi
Kali chay
lan dau.

* Luén sao luu dir liéu khach trudc khi chay — & C khéng c6 thung rac, khéng c6 dudng Iui.

e O Dy/E: (va 6 cling thit hai, néu c6) gilt nguyén hoan toan.

* Diét virus c6 thé can viéc cai hon cac ban Linux khac vi Kali chifa cong cu tdn cong that — can nhac tat han
trong
lic chay, khong chi loai tri tam.

® Viéc nay khoa theo dung may dang chay — khong mang sang may khac gilra chiing.

8. Cau hoi thudng gap

Héi: Co thé gilt Windows lai ma van cai Kali khéng?

Bap: Co, nhung phai dung nut khac: & nhém " £ Linux song song Windows" — nut dé chay
song song,

khéng xod Windows.

Hoi: Vi sao Kali khong hoi méa bam file .iso nhu mot sé ban Linux khac?

Dap: Kali khong cong bé ma bam chinh chd trén kho theo cach tool doc dugc tu dong, nén budc doi chiéu nay
c6 thé bi

bo qua. Tool van ghi ré trong nhéat ky la chua déi chiéu dugc.

Hoi: C6 can cam mang trong lic cai khéng?

DPap: Khong. Sau khi da co file .iso, toan b viéc cai lay ti chinh dia cai, khdng can mang (tri budc tai file .iso

ban dau néu dé tool tu tai).

Tai liéu hudng dan st dung thanhd v2026.10.3.103 - Thanhd - thanhd.com - Zalo 0398 749 500



